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1 Introduction  

Russia’s war of aggression against Ukraine, which began on 24.2.2022, must be analyzed on 

different levels. As a result of Russia’s war of aggression with armed forces that are among the 

largest in the world against Ukraine as a country that is not a member of NATO, thousands of 

people have been killed and wounded since 2/24/2022. Women and children – non-combatants 

under the International Law of War – have been and are being killed, wounded and raped. Cities 

are being starved. The humanitarian catastrophe is a level of analysis of this war, linked to 

Russia’s warfare. Through social networks, thousands of individual fates of Ukrainians are 

transported to the world, and we have media and personal access to this war through video 

footage and live feeds to those affected. The humanitarian catastrophe in Ukraine has been 

ongoing since Feb. 24, 2022, and is forecast to continue for some time. Millions of Ukrainians 

are affected by it.1 

Another level of analysis is consequences of this war of Russia against Ukraine for Europe and 

the world. A historic scale of flight since the end of the Second World War, Russian 

cyberattacks and disinformation campaigns by the Putin system against states of the Western 

world, energy policy consequences, the intersection of external and internal security are among 

the consequences of this war that need to be analyzed and also predicted. In major crises with 

significant economic consequences, people become more radicalized than in times of peace and 

prosperity. The Corona pandemic is followed by the war in Ukraine. Populism, radicalism and 

extremism can be fueled by this war, in Europe, worldwide.2 

It must be said in advance that any analysis is as good as its sources. The war in Ukraine has 

been going on for three months now, the situation is highly dynamic, the assessments of 

international experts change rapidly and significantly. Reports need to be verified, 

independently, by international bodies and institutes. Therefore, it is possible that in retrospect, 

with more access to information, some findings will turn out to be inaccurate or even wrong. 

The fog of war factor, “the first casualty of war is the truth”, must also be taken into account 

when analyzing current sources on the war in Ukraine. 
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2 Russia’s warfare – A hybrid warfare without limits? 

This chapter examines Russia’s warfare against Ukraine in order to present its logic, its hybrid, 

“de-bordered” character, because it provides a perspective on Russia’s future strategy in the 

new East-West conflict. 

Russia’s war of aggression against Ukraine – a sovereign state in Europe that had given up its 

nuclear weapons in exchange for security guarantees from Russia, the U.S. and the U.K. at the 

Organization for Security and Cooperation in Europe (OSCE) summit in 1994 in the “Budapest 

Memorandum”3 – was planned and prepared for years in terms of military strategy, politics and 

economics and was initiated tactically-operationally by the alleged Russian “military 

maneuver” as early as fall 2021. According to official Russian information, the alleged 

“military maneuver” was supposed to end in February, but then the Russian invasion of Ukraine 

began on Feb. 24, 2022. The usually very well-informed major U.S. daily newspaper 

“Washington Post” reported in early December 2021 – citing a “senior U.S. government 

official” – that Russia was planning an offensive with up to 175,000 troops on Ukraine.4 This 

was barely three months before the invasion began. Maria Zakharova, spokeswoman for the 

Russian Foreign Ministry, denied these reports to the U.S. daily Washington Post media reports 

in Kommersant: “The U.S. is conducting a special operation to further aggravate the situation 

around Ukraine and shift responsibility for it to Russia.” This operation is based on 

“provocations along Russia’s borders” and “accusatory rhetoric.” 5 

The German Federal Ministry of Defense defines hybrid warfare as follows: “In modern 

conflict scenarios, attackers rely on a combination of classic military operations, economic 

pressure, computer attacks, and even propaganda in the media and social networks. This 

approach is also referred to as ‘hybrid tactics’ or ‘hybrid warfare’”.6 The German ministry goes 

on to state that the attackers’ goal is “not only to cause damage, but in particular to destabilize 

societies and influence public opinion. Open pluralistic and democratic societies offer many 

attack surfaces for this and are thus easily vulnerable.”7 

A key element of hybrid warfare is concealment. Actors operate anonymously or deny 

involvement in operations, incidents, and war crimes. Hybrid warfare is inventive and 

coordinated. A critical theater of hybrid warfare is cyber and information space. 
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As early as 2013, Russian Chief of General Staff Valery Vasilyevich Gerasimov spoke of a 

future “de-bounded” battlefield in terms of hybrid warfare: “Combating the enemy’s targets 

takes place over the entire area of his territory. The boundaries between strategic, operational 

and tactical levels, as well as offensive and defensive operations, are blurring. High-precision 

weapons are being deployed in large numbers. The military is actively beginning to implement 

weapons based on newly discovered physical laws, as well as autonomous systems.”8 

Russia’s warfare is hybrid and has been since the annexation of Crimea in 2014. Classic military 

strategies, means and actors are used as well as war crimes, starvation of cities, internationally 

outlawed weapons, the use of Private Military Companies (PMCs) such as the “Wagner Group”, 

and cyberattacks and disinformation campaigns. According to Gerasimov’s logic, this warfare 

by Russia is “de-limited”. 

In concealment of his true intentions, a war of aggression on the sovereign European country 

of Ukraine, Russian President Putin held talks with Western heads of state weeks and even days 

before the Russian invasion to keep up the pretense of diplomatic level. 

On Feb. 7, 2022, French Prime Minister Macron visited Russian President Putin in Moscow, 

followed a few days later by German Chancellor Olaf Scholz. On Feb. 15, 2022, Martin 

Ganslmeier analyzed for the Tagesschau: “Chancellor Scholz demonstrated diplomatic tact and 

backbone in Moscow. And President Putin showed how united the West is on the Ukraine 

issue.” Ganslmeier further stated, “Both sides are ready to continue the dialogue and 

negotiations in the Ukraine conflict” [...] “When asked if he wanted war in Ukraine, Putin 

credibly answered: ‘Of course not!’ Also positive: even before Scholz’s inaugural visit, Russia 

had the first troops withdrawn from the border area with Ukraine. This can be a first signal of 

détente.”9 This commentary of the Tagesschau shows that the strategy of concealment, applied 

by the Putin system, has worked at least until 24.2.2022. 

The Russian invasion of Ukraine, which began on Feb. 24, 2022, was planned as a blitzkrieg in 

which Kiev was to be captured and the Ukrainian government overthrown. Russian troops 

attacked into Ukraine from the east, from the south via the Crimean peninsula, which had been 

occupied by Russia since 2014, and from the north from Belarus, which is allied with Russia. 

Within a few hours it became clear that this was by no means a “limited military action to 

protect the Russian-speaking population in the eastern region of Donbass” (narrative of the 

Putin system) , but a full-scale invasion intended to overthrow the Ukrainian government.10 The 
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expectation spread by numerous experts that Russian troops would limit themselves to the 

eastern part of Ukraine – east of the main river Dnipro – during a military intervention thus did 

not come true.  

Russian forces have been attacking Ukraine since Feb. 24, 2022, on land, at sea, in the air and 

through cyberattacks. Since 2008, Russia has invested its massive tax profits – among other 

things from oil and gas deliveries to European countries and the USA - in a massive 

modernization of its armed forces. This has involved significantly more investment in the air 

and space forces and the navy than in the land forces. The Russian armed forces have been 

attacking Ukraine since 24.2.22 with air strikes, missiles and artillery, among other things. This 

results in a high number of casualties, killed Ukrainian servicemen and civilians.11 

UN Human Rights Commissioner Michelle Bachelet already stated on 3/3/2022 at the UN 

Human Rights Council in Geneva that most civilian casualties in Ukraine were caused by the 

use of heavy artillery, multiple rocket systems and air strikes in populated areas. In addition, he 

said, there were “disturbing reports of the use of cluster munitions against civilian targets”.12 

NATO Secretary General Jens Stoltenberg said on March 5, 2022, that Russian forces were 

using cluster bombs in Ukraine. In addition, there are reports of Russia using other weapons in 

violation of international law, Stoltenberg said.13 According to the Ukrainian ambassador to the 

United States, Russian forces have already used thermobaric weapons (“vacuum bombs”) in 

the war against Ukraine. British Defense Secretary Ben Wallace also spoke of it having 

“possibly been used”.14 

The Ukrainian government and other politicians in the country have stated since the beginning 

of the war that Russian troops have been indiscriminately shelling residential buildings, schools, 

and hospitals with rockets and artillery. Images from Kharkiv confirmed by the AP news agency 

showed rockets hitting residential buildings, resulting in several wounded and dead civilians.15 

The UN Women organization in mid-April called for an independent investigation into sexual 

violence in the Ukraine war. “We are hearing more and more about rape and sexual violence,” 

said UN Women Director Sima Bahous. She said these reports need to be independently 

investigated to ensure justice and hold those responsible accountable.16 

Historian Martin Schulze Wessel, professor of the history of Eastern and Southeastern Europe 

at the Ludwig Maximilian University in Munich, stated on March 24, 2022: “After the planned 
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blitzkrieg failed, he is now moving on to a war of extermination, the goal of which is the 

destruction of Ukraine as a state and nation. What we have to see in Mariupol, Putin will try to 

transfer to the whole Ukraine. Putin is responding to the surprisingly successful Ukrainian 

resistance with war crimes.”17 

Ralf Südhoff, founding director of the Centre for Humanitarian Action, an expert on 

humanitarian aid, observes in the Ukraine war that “humanitarian suffering is being used as a 

weapon of war”: “I fear that we could be witnessing a new dimension in Ukraine, in which 

humanitarian suffering is not only accepted in war, but for the first time becomes a central 

strategy of war in order to conquer an entire country. We have also seen in the past that every 

now and then humanitarian aid was obstructed in crises because people wanted to weaken one 

party to the conflict. In the Syrian conflict, Russia, together with the Syrian government, took 

the next step by using the siege and starvation of entire cities as a weapon. In Ukraine, I fear 

that this approach is for the first time becoming the center of a war strategy Russia is using to 

bring about regime change. The deliberate humanitarian catastrophe is not collateral damage. 

It is an attempt to increase pressure on the civilian population to the point where Ukraine must 

capitulate.”18 

Due to the fact that the armed forces of the Putin system have been breaking international law 

in their war against Ukraine since Feb. 24, 2022, Südhoff, as an expert on humanitarian aid, 

speaks of a “relapse into the Middle Ages when these humanitarian rules and humanitarian 

principles of humanity are more and more disregarded”.19 

On March 25, 2022, the European Union accused Russia of committing war crimes in Ukraine. 

Russia was attacking civilians and targeting hospitals, schools and shelters, among other places, 

according to a statement issued by the EU summit in Brussels: “These war crimes must stop 

immediately”.20 

In the long history of international criminal law, the name of the small Ukrainian town of 

Butscha already stands for a turning point. According to Alexandra Kemmerer, research fellow 

at the Max Planck Institute for Public Law and International Law, never before has the world 

public been so directly and relentlessly confronted with images of the victims of a massacre 

committed only a few days ago by occupying forces.21 In Butscha, as in many other places in 

Ukraine, investigations and documentation are now underway, by Ukrainian authorities, 

prosecutors, the Chief Prosecutor of the International Criminal Court, journalists, forensic 
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scientists and pathologists, international criminal lawyers and human rights experts.22 The 

European Union also decided to send investigative teams to Ukraine and pledged the support 

of Eurojust, its agency for judicial cooperation in criminal matters, and Europol.23 

“Violence and rape are used as a weapon by the Russian invaders”, stated Kateryna Cherepakha 

in mid-April 2022, reporting on women and girls who have been repeatedly raped, abducted 

and killed by Russian soldiers. She said that the Russian soldiers mainly targeted women 

activists, journalists and officials. A kindergarten director was murdered by the occupiers 

because of her profession. “The Russian soldiers said, ‘You should not educate Nazis.’”24 

This system of these war crimes will be evaluated internationally in the future. According to 

current information, these war crimes are a strategic means of Russian warfare. One 

consequence of this is the flight of Ukrainian women and children to Western Europe.  

According to international evaluations from the end of April 2022, Russian troops killed at least 

300 civilians in the Ukrainian village of Butscha, reports of which shocked the world in early 

April 2022. It quickly became apparent, however, that the Butscha massacre was not an isolated 

incident. Russian soldiers also allegedly looted and tortured in the eastern Ukrainian town of 

Trostyanez and in Borodyanka, northwest of Kiev. In early April, the German weekly magazine 

Der Spiegel quoted from recorded radio transmissions of Russian soldiers in Butscha, which 

were available to the German foreign intelligence service Bundesnachrichtendienst (BND).25 

In the radio messages, the soldiers are said to have spoken candidly about the murder of 

civilians. Despite the mounting evidence of war crimes, the Russian government continues to 

insist that the atrocities in Butsha were “staged”. International journalists on the ground report 

that Russian officers did not intervene when Russian troops killed civilians and desecrated 

bodies in Trostyanez.  Many Russian soldiers speak freely about the killings and looting, 

according to international media reports, suggesting that the Russian military leadership 

tolerates such excesses, according to the major Swiss daily Neue Zürcher Zeitung.26 

The globally recognized NGO Amnesty International presented a report on alleged Russian war 

crimes in Ukraine in early May 2022. On the approximately 40 pages, Russian troops in Ukraine 

could be proven to have committed numerous war crimes, the human rights organization 

announced. The report documents more than 40 unlawful airstrikes on Borodyanka, as well as 

extrajudicial executions in other towns and villages, including Butsha, Andriivka, Zdvyzhivka 

and Vorsel. 27 
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Since April 2022, numerous cases of sexualized violence by Russian soldiers in Ukraine have 

been documented. The monitoring mission of the UN High Commissioner for Human Rights 

alone has reported 75 suspected cases from the Kiev area within a few days.28  Hillary Margolis 

of Human Rights Watch said in mid-April 2022 that there was “evidence that sexual violence 

is being perpetrated in the Ukraine war”. In wars, sexualized violence often occurs, on the one 

hand out of individual impulse, on the other hand sexualized violence is deliberately used to 

terrorize, torture and injure populations or parts of the population or community. Then it is rape 

as a weapon of war. According to Human Rights Watch in mid-April, it is not yet possible to 

say whether this is the case in Russia’s war against Ukraine. 29 

Documentation is essential to substantiate and prosecute rapes. The first responsibility for 

investigations of human rights violations lies with the Ukrainian authorities. The Ukrainian 

Prosecutor General’s Office and the Human Rights Ombudsperson deal with documentation 

issues, as do local police agencies and the United Nations Human Rights Mission to Ukraine. 

Since late April 2022, the Chief Prosecutor at the International Criminal Court has also been 

involved in investigations. International and local human rights organizations are also working 

to document cases.3031 

 

2.1 The “Aleppoization” of Mariupol and other Cities in Eastern Ukraine 

At the end of April 2022, German Foreign Minister Annalena Baerbock spoke of a 

“humanitarian catastrophe” at the Azovstal steelworks in Mariupol. Up to 1,500 people had 

entrenched themselves in the last bastion of Ukrainian control over parts of their city, besieged 

by Russian troops. Russian President Putin initially ordered, in order to minimize losses of his 

own troops, that the steel plant should not be taken for the time being: “I do not consider it 

necessary to storm the area”, Putin said in front of running cameras. He added that there was 

no need to enter the catacombs beneath the plant. Instead, Russian troops should hermetically 

seal off the area. “Not even a fly” should be allowed to enter the site undetected, he said. 

Another formulation for starving the people at the steel plant. German Foreign Minister 

Annalena Baerbock said the situation in Mariupol was “almost unbearable”, and that it was 

urgent to evacuate the remaining people in Mariupol. “It underlines with what brutality the 

Russian government is waging war”, Baerbock stressed. In Mariupol, the world is witnessing 

“a bleeding out, a starvation of a city”.32 
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In early May, just before the annual Russian celebrations of the Soviet Union’s victory over 

Nazi Germany on May 9, Russian forces increased their area bombardments and missile attacks 

on several towns in eastern Ukraine. At a school in Bilohorivka, civilians who had sought refuge 

there were bombed by Russian forces. At the time of the attack just before May 9, 2022 – 

Russia’s annual holiday marking its victory over Nazi Germany – regional authorities said about 

90 civilians were in the school building, most of them women, children and elderly, at least 60 

of whom died.33 UN Secretary-General Antonio Guterres expressed horror at the bombing of 

the school building. Russian forces appear to be not only accepting civilian casualties, but very 

deliberately attacking apartment blocks, train stations, and schools to terrorize and demoralize 

Ukrainian civilians. This has been evident in conflicts and wars in recent years, such as in Syria 

and Chechnya. The most cruel bombing of Ukrainian civilians so far was the bombing over the 

theater of Mariupol. About 1000 civilians had taken shelter in the building, and it had been 

clearly marked as a civilian object. After extensive research on the ground, a team from the AP 

news agency concluded that at least 600 people had been killed in the mid-March air strike. By 

the end of April, at least 2345 civilians had been killed and another 2919 injured in Ukraine, 

according to the UN. Currently, however, the numbers of civilians killed have risen sharply 

because of the increased bombing. In addition, the number of unreported cases is very high, as 

it is almost impossible to recover and count casualties in embattled places such as Mariupol.34 

The bombing of the Bilohorivka school was followed by another wave of attacks on 

Lysychansk, Syeverodonetsk, and numerous other towns in eastern Ukraine. Russian bombing 

in eastern Ukraine also targeted a few oil depots, train stations, and military bases, but the bulk 

of these attacks consistently hit residential areas, hospitals, and schools, according to 

international reports. Militarily-tactically, this has less utility, but strategically-psychologically, 

this was in line with the logic of Russia’s new commander-in-chief, General Alexander 

Dvornikov. Dvornikov had been given the supreme command in April to correct the Russian 

invasion. The Russian offensive on the Ukrainian capital of Kiev had been too disastrous. More 

than 10,000 Russian soldiers had already fallen by then, according to NATO estimates, and 

hundreds of tanks and more than 100 aircraft had been destroyed by Ukrainian forces. The 

“Butcher of Aleppo”, as Dvornikov is also known, i.e. the originator of the anti-human 

destruction of the Syrian city of Aleppo, no longer had his troops fight a multi-front war in early 

May, as was still the case in March; his attacks were concentrated on the Donbass in early 

May.35 Russian General Dvornikov had come to the realization in April 2022 that it was no 
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longer possible to win a blitzkrieg with tank attacks in the age of modern armor-piercing 

weapons as well as combat drones. Instead, his troops now relied on artillery attacks to reduce 

entire villages and towns to rubble before sending Russian troops into the destroyed areas. This 

anti-human strategy further exacerbates the humanitarian catastrophe. 

 

2.2 Reports on filtration centers and carryovers 

According to ZDF in early May, more than one million Ukrainians – including over 200,000 

children – were allegedly brought to Russia, a large proportion of these people against their 

will. Several witnesses report a concerted approach:36 The institution of filtration camps dates 

back to the Soviet era; they were used to check among soldiers returning from war captivity 

who was a “traitor” and who was not. There is evidence of such camps near the village of 

Bezymenne, about 30 kilometers east of Mariupol. Drone footage and a satellite image from 

March 22, 2022, show that Russian actors have set up a tent city there. The Ukrainian Defense 

Ministry states that Ukrainians have been taken masse to Sakhalin, an island far to Russia’s 

east, among other places. According to the U.S. newspaper “New York Times”, which is 

usually very well informed, Ukrainian security authorities fear that abducted Ukrainians could 

be used for forced labor. Near Sakhalin, for example, are significant Russian gas and oil 

deposits. Amnesty International was still examining these reports in early May that Ukrainians 

are being taken to Russia against their will. Such action would be a violation of international 

humanitarian law, which prohibits forced relocations and displacements from occupied 

territories. Should Russian authorities forcibly relocate Ukrainians to Russia, it would be a 

serious violation of the Fourth Geneva Convention and a war crime.37 

 

2.3 Russian cyberattacks and disinformation campaigns against Ukraine and the 

Western world 

U.S. President Joe Biden, based on information from U.S. security agencies, stated in late 

March 2022 that cyberattacks by Russia against Western democracies are imminent: “The more 

his back is against the wall, the more damaging tactics he will use. Russian cyber power is quite 

strong. And it’s coming.”38 Russian hackers have made preparations for a possible major attack 

on U.S. computer systems, the U.S. National Security Council said. U.S. security agency 

officials told the U.S. Washington Post newspaper that Russia's cyberattacks could target 



13 

 

critical infrastructure (CRIITIS), such as electricity, gas or water supplies, telecommunications 

providers, banks and stock exchanges. Other possible targets include power plants, dams and 

airports. In particular, the Putin system has targeted undersea cables and industrial control 

systems to showcase its capabilities as a cyber power.39 

The U.S. Cyber and Infrastructure Security Agency (CISA) warned more than 100 of the most 

vulnerable companies in the U.S. of specific threats from Russian cyberattacks in mid-March 

2022. Thomas Rid, a professor at Johns Hopkins University’s School of Advanced International 

Studies observed in late March 2022, “The cyberwar is here, it is happening now, and it is likely 

to escalate”.40 Two weeks before the Russian invasion of Ukraine, 21 U.S. energy companies 

were victims of cyberattacks, and servers of Ukrainian banks were attacked at the same time. 

On the day the Russian invasion began, the Ka-Sat satellite network operated by Viasat failed; 

Ukrainian armed forces, police, and intelligence agencies communicate through it. Ka-Sat is 

also important for many European countries; for example, at the end of February 2022, at the 

beginning of the Russian attack on Ukraine, the control of 5800 German wind turbines was 

affected. Ukraine has already undergone three waves of attacks since the Russian invasion by 

malicious software that deletes data from infected computers and is controlled by Russian 

actors. Polish government and agency computers were also affected. According to NATO, the 

alliance clause also applies to cyberattacks, although NATO will decide this on a case-by-case 

basis.  

At the beginning of March, Federal Interior Minister Faeser stressed that the “danger of Russian 

cyberattacks on Germany must be taken seriously. “We assume that there is an increased danger 

these days, because in warfare, cyberattacks are also a form of warfare,” she said. “That’s why 

we are very warned.”41 In addition, she announced her intention to further strengthen the area 

of IT security in order to be able to detect possible attacks on the so-called critical infrastructure 

(CRITIS) at an early stage. “You can assume that there will be attacks against the energy 

sector,” explains Robert Lee of the U.S. company Dragos. His company protects Critical 

Infrastructure companies whose failure could have consequences for public life, for example, 

if the power goes out. “It’s entirely appropriate to be concerned now.” Meanwhile, the German 

Federal Office for Information Security (BSI) sends out daily non-public assessments of the 

situation in Ukraine, with a particular focus on the “cyber space”. The threat level is currently 

at “orange”, i.e., “mission-critical” according to the BSI’s definition. A “massive impairment 

of regular operations” is conceivable. 42 
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On 2/24/2022, the first day of the Russian invasion of Ukraine, Russian President Putin 

addressed the Russian people on Russian television.43 Briefly summarized, the narratives of 

Russian President Putin’s address are the following: 

• “NATO threatens Russia’s existence with military means”. 

• „Western war machine approaches Russian borders“. 

• “Russia is among the most powerful nuclear powers in the world,” “a direct attack by 

the West on Russia will lead to nuclear consequences” 

• “In Ukraine, a hostile anti-Russia was created, which was placed under complete control 

of the West” 

• “For Russia, the special operation in Ukraine is a matter of life and death, a question of 

its historical future as a nation”  

• “The leading NATO countries support extreme nationalists and neo-Nazis in Ukraine 

to achieve their own goals” 

• “Russia does not intend to occupy all of Ukraine, but to demilitarize it” 

•  “The goal of Russian special operations is regime change in Ukraine” 

• “Russia is threatened by Ukraine and needs to defend itself”44 

On 12/4/2022, Russian President, Vladimir Putin, said the “special operation in Ukraine” was 

“to ensure Russian security”: “We had no other choice.”45 

Obviously, the content of Russian President Putin’s address is false and these narratives are 

being picked up and spread by populists, radicals and extremists in Europe and the world. The 

above narratives of the Putin system can potentially radicalize and lead to extremist violence in 

Europe and the world in the context of disinformation campaigns.  

Slander, propaganda, lies: Germany is the focus of disinformation campaigns from Russia, 

according to an EU investigation. “No other EU member state is under more intense attack than 

Germany,” a report by the European External Action Service’s East Stratcom Taskforce said as 

early as March 2021, a year before Russia’s current war against Ukraine.46 That report spoke 

of both systematic campaigns at the political level and campaigns by media outlets close to the 

Russian government. According to the EU report, Germany has been the target of attacks by 

Russian media more than 700 times since the end of 2015. A good 300 cases were collected on 

France, a good 170 on Italy and 40 on Spain. Lutz Güllner, who is responsible for the EU task 

force “East Stratcom” in the European External Action Service, already stated a year ago that 
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there was already a “very well coordinated and also clearly financed campaign” by the Putin 

system against Germany at that time. At that time, this campaign had been run via state media, 

such as RT Deutschland or Sputnik News, or via outlets working very closely with them, i.e. 

websites and other so-called news portals. Referring to the German government’s Corona 

measures, Güllner said in March 2021 that Russian disinformation campaigns were intended to 

“further polarize” German society in order to “undermine trust in the form of democracy and 

in the government, in the state agencies, and perhaps then show an alternative, for example a 

more authoritarian form of government, as we have in Russia.” With regard to social networks, 

the EU official noted very wide reach and that such narratives, which are intended to 

delegitimize German democracy, are becoming entrenched in Germany.47 

Disinformation campaigns are as old as the history of war. But because of the Internet, the 

quality and quantity of disinformation campaigns has reached a historic level in the 21st 

century. Since the annexation of Crimea in 2014, the Putin system has significantly increased 

the intensity and reach of disinformation campaigns. Thus, information warfare is also defined 

as an explicitly recognized area of Russian military doctrine and is therefore systematically and 

well-funded. For the dissemination of content, instant messaging services such as Telegram, 

Twitter or Facebook are used in addition to conventional means of communication such as 

state-affiliated or state-owned television stations or daily newspapers. 

One example of long-term strategic disinformation is the allegedly strong Russophobia in 

Germany and Europe spread by actors of the Putin system. Other themes include Russia’s 

victim role and its cultural superiority. According to another Russian narrative, Ukraine in 

particular, but also other Western NATO partners, play a puppet role of the United States.  

Against the backdrop of the Russian Federation’s war of aggression against Ukraine on 

February 24, 2022, the European Union has banned the originators of false information – 

Russian actors and state media such as Russia Today (RT) and the Sputnik news agency. 

According to Heinzle and Steudle, it has been apparent for several weeks that high-ranking 

Russian politicians in particular have taken over the duties of Sputnik and RT. For example, 

Foreign Minister Sergei Lavrov, who transmits various disinformation – both strategic and 

tactical – to justify the invasion itself or the shelling of hospitals to a global audience through 

press conferences.48 
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The current Russian disinformation campaign in Germany can be described as strategic 

disinformation and, with its incoherent narratives, is intended to further fuel distrust in 

established media and politics. This is intended to minimize the support for Germany’s Russia 

policy among the population. According to Heinze and Steudle, the Russian state apparatus is 

primarily targeting the Russian-speaking population in the Federal Republic. Here, in addition 

to Telegram, Facebook and Twitter, e-mail distribution lists are used, especially among older 

recipients, which are extremely difficult or impossible to view. According to Heinze and 

Steudle, another target group is the “lateral thinkers” who have become increasingly critical of 

the media over the last two years of the pandemic and who are addressed primarily via Telegram 

with various Russian disinformation and spread it further. According to a recent analysis by the 

Center for Monitoring, Analysis and Strategy (CeMAS), eight of the top ten German channels 

in terms of reach disseminated Russian disinformation about the war during the first week of 

the invasion.49 

According to Heinze and Steudle, “Germany is relatively unprepared to face Russian 

disinformation campaigns.” One of the problems, they say, is “in addition to the lack of training 

of state institutions, the inadequate public communication on the part of politicians, although, 

according to experts, politicians and security authorities know exactly who is behind these 

disinformation campaigns.” In Heinze and Steudle’s analysis, German policymakers could take 

a cue from the Czech Republic and Estonia, which have successfully countered Russian 

disinformation campaigns with an interplay of state and civil society resources in a tried and 

tested manner. The Czech Republic, for example, has a special unit within the Ministry of the 

Interior that specializes in identifying and analyzing disinformation campaigns and can quickly 

put countermeasures in place in coordination with other ministries and NGOs. A similar special 

unit can also be found in Estonia.50 

Both during the annexation of Crimea in 2014 and today, the state-funded Russian media RT 

Deutsch and Sputnik/SNA formed and still form an important “alternative” source of 

information for conspiracy ideological milieus in Germany. With its media, Russia provides 

conspiracy narratives, disinformation and supposedly suppressed content that is consumed by 

populists, radicals and extremists. 51 
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2.4 The PMC “Wagner Group” as an Actor of Russian Hybrid Warfare 

According to current information, the Russian government and military leadership are also 

using hybrid actors in the war against Ukraine, such as the PMC “Wagner Group” as well as 

Chechen forces.52 

The “Wagner Group” (Russian Группа Вагнера Gruppa Wagnera), also OSM, PMC Wagner, 

ChVK Wagner, or CHVK Vagner, is a Russian Private Military Company, referred to in the 

media as “Putin’s Shadow Army”.53  A PMC called “Wagner Group” is not officially registered 

(no entry in the Commercial Register). The “Wagner Group” is a web of dozens of interwoven 

companies behind the Wagner brand. In Russia, private military companies are officially not 

legally allowed. 

The “Wagner Group” goes back to Dmitri Utkin, after whose combat name “Wagner” (in 

allusion to Richard Wagner) it is named. Dmitri Valeryevich Utkin is a former soldier (last rank 

Lieutenant Colonel) of the Glawnoye Razvedyvatelnoye Upravleniye (GRU), Russia’s military 

intelligence service. Utkin chose the code name “Wagner”, Adolf Hitler’s favorite composer, 

for his organization.54 

The “Wagner Group” is part of a corporate network around oligarch Yevgeny Prigozhin, who 

is considered a close confidant of the Russian president. The “Wagner Group” as a PMC is 

credited with numerous mercenary operations in the context of covert operations in Ukraine, 

Syria and various African states. In Sudan, this Private Military Company supported former 

dictator Omar Al Bashir; in the Central African Republic, it supported President Faustin-

Archange Touadéra; in Mozambique, the government hired the “Wagner Group” to fight 

Islamists. 

The Russian government’s denials of the Wagner Group as an irregular actor in Russian security 

policy were countered in the spring of 2020, when a Wagner Group mercenary lost his tablet 

during a rearguard action in Libya. On it were recorded clear and code names of Russian 

mercenaries, shopping lists for weapons that only Russian forces can supply, and records of 

where Wagner mercenaries had mined civilian residential areas.55 

In political science terms, the “Wagner Group” is more than a PMC. It is a “paramilitary 

organization for the promotion of Russian interests, without direct participation of Russia” and 

“less of a security company”. Since 2014, the Russian “Wagner Group” must be described as a 



18 

 

hybrid actor, a means of Russian security and military policy. In Ukraine since 2014, in Syria, 

Libya, Mali and other African states, Russian mercenaries of the “Wagner Group” are used as 

clandestine, covert actors of Russian security and military policy. 

Until the war of aggression on Ukraine in 2022, the Russian government tried to cover up direct 

involvement in the war in the Donbass. Shortly after the fall of Yanukovych, Ukraine’s new 

pro-Western government faced a Russian military invasion and annexation of Crimea. In April 

2014, pro-Russian separatists occupied administrative buildings in several cities in eastern 

Ukraine, in the Donetsk and Luhansk districts. Mass protests erupted when then-president 

Viktor Yanukovych refused to sign a finalized association agreement with the EU. Russians 

were then deployed to Crimea and eastern Ukraine, wearing no sovereignty insignia and dubbed 

“little green men”.56 

The “Wagner Group” has been known to commit war crimes for years. Wagner mercenaries 

even make video recordings of torture public. In 2019, two ex-Wagner mercenaries told the 

BBC that “prisoners are sometimes executed” “so that there are no extra mouths to feed”. 

Former soldiers, police officers, extremists, and men from the criminal milieu have been 

operating for “Group Wagner” in eastern Ukraine since 2014, committing war crimes there. 

The majority of the “Wagner” mercenaries are said to come from Russia, with some from 

Ukraine, Moldova, Serbia, Armenia and Bosnia. Russia’s President Putin awarded Utkin a 

medal in 2016 for his service in eastern Ukraine. Even video recordings of torture make Wagner 

mercenaries public. According to consistent media reports, the fighters would be recruited 

primarily from Russians who no longer have a military career ahead of them. They are said to 

receive about 3,000 to 4,000 euros a month in pay.57 

The “Wagner Group” as a hybrid, clandestine actor of Russian security and military policy in 

eastern Ukraine developed into a Russian strategy after 2014. Clandestine actors who do not 

lay direct tracks to Russian forces or run the risk of Russian soldiers being killed. “Group 

Wagner” reportedly had 10,000 fighters at times. Wagner fighters supported Syria’s dictator 

Bashar Al Assad as ground forces, while Russia officially provided only air support. In Libya’s 

civil war, Wagner mercenaries intervened on the side of renegade General Khalifa Haftar, who 

was closely linked to Russia. In the Central African Republic, in Moçambique and, since 2021, 

also in Mali, the “Wagner Group” acts as a “training unit” for local armed forces.58 
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On Dec. 13, 2021, the European Union imposed sanctions on the “Wagner Group” due to 

reports of serious war crimes.59 For Josep Borrell, the EU’s foreign affairs representative, there 

is no doubt who is behind the “Wagner Group”: “The Wagner Group’s activities are indicative 

of Russia’s hybrid warfare: they are a threat worldwide, causing instability in a number of 

states.”60 

In late March 2021, UN experts reported “serious human rights violations” committed by 

Russian Wagner mercenaries in the Central African Republic. According to the UN, the human 

rights violations included mass shootings, torture, enforced disappearances, indiscriminate 

attacks on civilian facilities, and attacks on humanitarian workers. 

Presumably, there are dozens of states worldwide where Wagner troops are active. It is about 

the interests of the Russian government or state-related companies. For example, the “Wagner 

Group” became active when Venezuela’s head of state Nicolás Maduro came under pressure 

and the Russian oil company Rosneft feared for its investments. 

On Instagram, U.S. journalists discovered footage circulated by Wagner mercenaries in mid-

January 2022. Members of the “Rusich” force, which had already been deployed in eastern 

Ukraine in 2014, had already published images in October 2021 showing them exploring near 

Ukraine's second largest city, Kharkiv.  

According to the British daily newspaper The Times of 28.2.2022, at least 400 mercenaries of 

the “Wagner Group” have been in Kiev since the end of January to attack high-ranking 

politicians, including Ukrainian President Volodymyr Selenskyj as well as the mayor of Kiev, 

Vitali Klitschko. Specifically, these 400 mercenaries are said to have the goal of attacking 

approximately 20 Ukrainian politicians. Information about this mercenary mission of the 

“Wagner Group” is said to have reached the Ukrainian government on 26.2.2022, according to 

The Times, which immediately led to a long curfew in Kiev imposed by Mayor Vitali Klitschko, 

who spoke of “Russian saboteurs”.61 

Time magazine reported on 4/28/2022 at least three foiled attempts by mercenaries of the 

Russian group Wagner or forces of Chechen President Ramzan Kadyrov on Ukrainian President 

Selenskyi.62 



20 

 

According to a current BND paper from the end of May 2022, which is available to Der Spiegel 

and ZDF, parts of the “Wagner” group are to be classified as right-wing extremist-neo-Nazi. 

The right-wing extremist-neo-Nazi group “Rusich” is part of the “Wagner” group.63 

Radio communications intercepted by the German foreign intelligence service, 

Bundesnachrichtendienst, concerning the massacres in Butscha are said to indicate that forces 

of the Russian PMC “Wagner Group” were significantly involved in the atrocities in Butscha.64 

According to international reports – including the British Daily Mail – from the end of April 

2022, the Russian PMC “Wagner Group” is said to have suffered major losses in Ukraine, with 

talk of some 3,000 forces killed. A former member of the “Wagner Group” has told the 

investigative research network Bellingcat, whose executive director, Christo Grozev, has 

presented to the Foreign Affairs Committee of the British House of Commons, that some 

“Wagner” forces chose to fight “because they enjoy killing”. The proportion of these members, 

he said, is about 10 to 15 percent: “They are murderous, they are not just adrenaline junkies”.65 

Sean McFate, a fellow at the Atlantic Council think tank in Washington and a professor at the 

U.S. National Defense University, elaborates that the brutality of the “group Wagner” is “part 

of their selling point” [...] “If you look at Butscha and others, you see the same pattern as in 

Syria, where they interrogate, torture and behead people”, he said. “One reason I think this has 

become one of Putin’s weapons of choice is that it allows plausible deniability between the 

excesses on the ground, the failures on the ground, and the policies.” Western states have so far 

not taken the threat posed by the “Wagner” group seriously enough and have not tracked the 

movements of its members, McFate said.66 

In addition to the “Wagner” group, at least 700 fighters from Syrian General Suheil Al Hassan’s 

25th Division, known in Syria as “Tiger forces”, are believed to be fighting for Russia in 

Ukraine.67 The British Daily Mail newspaper anonymously quoted an EU official in late April 

2022 as estimating up to 20,000 foreign fighters fighting for Russia in the Donbass region. 

These up to 20,000 foreign fighters, he said, are a mix of “Wagner” group mercenaries and pro-

Russian fighters from Syria and Libya.68 

In summary: In political science terms, the “Wagner Group” is more than a Private Military 

Company. It is a paramilitary organization for the fulfillment of Russian interests and not a pure 

Private Military Company. According to the UN, human rights violations committed by “Group 

Wagner” in various countries around the world have included and continue to include mass 
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shootings, torture, enforced disappearances, indiscriminate attacks on civilian facilities, and 

attacks on humanitarian aid workers. Since 2014, Russia’s “Wagner Group” must be described 

as a hybrid actor, an irregular tool of Russian security and military policy. In Ukraine since 

2014, in Syria, Libya, Mali and other African states, Russian mercenaries of the “Wagner 

Group” are used as clandestine, covert actors of Russian security and military policy. 

Prognostically, it can be assumed that the Putin system will continue to use hybrid actors such 

as the “Wagner Group” and new, as yet unknown organizations worldwide or provide them 

with financial, technical and intelligence support in the near and medium future. Initially, this 

will be more likely in the so-called Arab and African world, but in the medium to long term 

potentially also in Europe. 

 

2.5 President Kadyrov’s Chechen Forces in the Ukrainian War 

According to Ramzan Kadyrov, President of the Chechen Autonomous Republic, close 

confidant of Russian President Putin, Chechen forces known for their war crimes and brutality 

are also fighting in Ukraine. Immediately after the Russian invasion began, Kadyrov announced 

the deployment of his notorious fighters in Ukraine and bragged directly on his social media 

accounts on Telegram and VK contacts about alleged successes of his forces.69 On 1.3.2022, he 

had to publicly admit for the first time deaths and injuries of his units. “By the way, on the 

subject of victims,” Kadyrov wrote at the end of a lengthy message with insults against the 

Ukrainian government. Two Chechen soldiers had been killed and six others wounded, he said. 

“Yes, in war there is killing, and that was just their choice of profession.” Now, he said, they 

had given their lives for the security of Russia and Ukraine. Kadyrov, like Russian President 

Putin, invokes the image that Ukrainians allegedly wanted to be “liberated from an oppressive 

government in Kiev.”70 

The number of Kadyrov’s forces fighting in Ukraine is unclear. Kadyrov claims on Telegram 

that “thousands” of them are deployed in Ukraine. The Russian government had also previously 

circulated images of Chechen fighters getting ready to intervene in the fighting in Ukraine. 

There was talk of up to 70,000 “volunteers” being ready, which must be considered unrealistic. 

A single-digit to low double-digit number in the thousands is much more realistic. Kadyrov’s 

troops are reportedly hunting Ukrainian politicians. Allegedly, each fighter has received a pack 

of cards with the most important targets in Ukraine. 71 



22 

 

Kadyrov tries to declare the deployment of his forces in the Ukraine war as jihad, a “holy war”: 

“We have an order, we have jihad!” he wrote on his Telegram channel on March 4, 2022. 

Human rights groups such as Human Rights Watch point out that Kadyrov’s paramilitary forces 

have long terrorized, tortured and killed political dissidents under the pretext that they are 

Islamist rebels. 72 

 

2.6 Interim conclusion -hybrid warfare with almost all means 

The long-time German ambassador in Moscow, Rüdiger von Fritsch, recognizes a clear strategy 

of the Putin system behind the destruction of Ukrainian grain exports: “Vladimir Putin is 

deliberately trying to create hunger crises in the Middle East and North Africa,” von Fritsch 

said in mid-May 2022. That is why Russia is preventing Ukraine from exporting grain and is 

bombing grain silos. “Putin’s calculation is that after the collapse of grain supplies, starving 

people will flee these regions and try to get to Europe – like the millions of Syrians who fled 

the horrors of war back then,” the former German ambassador to Moscow said. With new 

refugee flows, he said, Putin wants to “destabilize Europe and build political pressure for 

Western states to abandon their tough stance against Russia.” This, he said, is “a new hybrid 

warfare.”73 

According to Mark Kimmitt, retired general of the U.S. Army in early May 2022, the signs of 

Russia’s warfare currently point to a “long, bloody war of attrition.” Nuclear weapons as a 

means of Russian warfare appear unrealistic. Tactical nuclear weapons are also unlikely to be 

used in the short to medium term. 

Russia’s warfare against Ukraine is hybrid and this at the latest since the annexation of Crimea 

in 2014. Russia’s warfare in the new East-West conflict also threatens numerous states of the 

Western world, on different levels, with different actors. The Putin system combines classic 

military operations, economic pressure, cyberattacks, disinformation campaigns in the media 

and social networks with war crimes (including sexualized violence), the “Aleppoization” of 

the war in eastern Ukraine, starvation of cities, internationally outlawed weapons, the use of 

Private Military Companies (PMCs), and many thousands of foreign fighters from Chechnya, 

Libya, and Syria. According to Gerasimov’s logic, this warfare by Russia is “de-limited”. 

Europe’s security agencies and policymakers, as well as institutes and think tanks, must 

comprehensively evaluate this hybrid warfare by Russia and reconcile their analyses, because 
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this warfare by Russia will continue to pose a threat to Europe and the world for many years to 

come. 

 

3 Migration to the EU at historic level since 1945 – consequences for 

Europe 

As of 5/21/2022, UNHCR reported more than 6.4 million Ukrainians fled, primarily women 

and children.74 As of May 19, 2022, 3.4 million Ukrainians fled to Poland (3.4 million), 

Romania (943,000), Germany (over 700,000 registered refugees), Hungary (627,000), and 

other states in Europe, according to UNHCR. In mid-May, the Czech Ministry of the Interior 

spoke of 348,000 registered refugees, while the Italian Ministry spoke of 118,000 “arrived 

people from Ukraine.”75 

A few days after the start of the war against Ukraine, the EU agreed to quickly and easily accept 

war refugees from Ukraine. As EU Commissioner for Home Affairs Ylva Johansson announced 

on Twitter at the beginning of March 2022, the interior ministers of the EU member states 

agreed to the temporary protection status. Johansson spoke of a “historic decision”.76 The EU 

Commission, at the request of EU states, had proposed to put into force a directive in the event 

of a “mass influx” of displaced persons. The directive for temporary protection of refugees, 

which has been in effect since 2001, had been adopted as a result of the wars in the former 

Yugoslavia and is now being used for the first time. It provides protection for an initial period 

of one year, renewable to a total of three years. According to French Interior Minister Gérald 

Darmanin, this applies “to all those fleeing the war in Ukraine”.77 

A lengthy asylum procedure is thus not necessary for protection status, but the right to apply 

for asylum continues to exist. At the same time, those seeking protection are guaranteed 

minimum standards such as access to social assistance and a work permit. The directive is also 

intended to prevent overburdening of the authorities responsible for asylum applications. 

Johansson acknowledged the help provided by citizens in EU countries to Ukrainians fleeing 

the country. “This is really a moment to be proud to be European.”78 

Barely three weeks later, at the end of March 2022, the EU Commissioner for Home Affairs, 

Johansson, then declared that now it was a matter of fair distribution within the EU. By the end 

of March 2022, almost all 27 EU countries had accepted Ukrainian refugees. To facilitate 
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negotiations between EU member states, Johansson explained, her office had developed an 

index. This, she said, shows how many Ukrainian refugees are in an EU country, how many 

asylum seekers there were there last year, and this is in relation to the size of the country. “This 

gives us a breakdown of which countries are most burdened now. Poland is at the top of that 

list, and the second country is Austria,” Johansson elaborated at the end of March 2022.79 In 

addition, professional qualifications from Ukraine should be recognized as uncomplicated as 

possible, promised the EU Commission Vice Margaritis Schinas. Special priority will be given 

to education, he said. “We will provide money to make Ukrainian teaching material available 

online on an educational platform,” he said. The Ukrainian Ministry of Education had already 

digitized its own educational programs during the pandemic.” That, of course, is a big 

advantage now, he said. Nearly half of the Ukrainian refugees are children and young people. 

And it must be guaranteed that all are registered and unaccompanied minors are cared for by 

social services, he said. The threat of human trafficking is very real, says EU Home Affairs 

Commissioner Johansson.80 One has some indications, the EU Commissioner for Home Affairs 

said. There were cars waiting to collect children and women. One tries to get Ukrainian women 

into the sex business. Therefore, she would like to appeal to all arrivals: “Travel by bus if 

possible, inform the child protection services in case of children traveling alone. Never give 

your identification papers to anyone other than an official. Take a photo of the license plate and 

send that to friends before getting into a car and travel together.” To fight human trafficking, 

the EU Commission also set up a task force to operate mainly at the borders of EU countries.  

To finance refugee care, it was planned to reallocate 3.4 billion euros from an aid package 

originally intended to cope with the Corona crisis.81 

Refugee Ukrainian citizens have been granted temporary protection in the EU since the 

beginning of March 2022. The right to temporary protection is “direct” in this regard – meaning 

that if a person wishes to avail themselves of this protection, all they need to do is apply to 

national authorities and provide evidence of nationality, international protection status or 

equivalent, residence in Ukraine, or family ties, if applicable, that establish the right to 

temporary protection. The EU states declaratively on its websites in Ukrainian, Russian, and 

English that temporary protection does not prevent a person from applying for asylum in an EU 

state.82 The temporary protection is initially valid until March 4, 2023, according to current EU 

information. If Ukrainian nationals remain eligible for temporary protection on that date, it will 

be automatically extended twice for six months, i.e., until March 4, 2024. Beyond that date, the 
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Commission may propose to the Council of the EU to extend the temporary protection for up 

to one additional year (i.e., until March 4, 2025), if necessary. Refugee Ukrainian citizens have 

the following rights in the EU after being granted temporary protection: 

• Residence rights 

• Access to housing 

• Social benefits 

• Medical care, including mental health care and psychological support for children. 

• Legal guardianship and safe placement of unaccompanied children and adolescents 

• Access to education and/or vocational training for children and young people 

• Access to the labor market in accordance with national labor market policy 

• Access to banking services, e.g. opening a basic account 

• Right to travel to another EU country before a residence permit has been issued 

• Right to free movement within the EU (in addition to the country of residence) for 90 

days within a period of 180 days after issuance of a residence permit in the EU host 

country. 

Some EU countries also offer additional rights, such as free access to higher education. 

This temporary protection is basically only valid in one EU country. In other words, the 

temporary protection and the residence permit are valid in this one EU country, however, the 

refugee Ukrainian citizens can travel within the EU for 90 days within a period of 180 days. 

Refugee Ukrainian citizens can also claim their rights in another EU country, not only in the 

country where you are currently staying. If they travel on to another EU country, the residence 

permit in the first EU country expires. The new EU host country then grants temporary 

protection and issues a new residence permit.83 

With regard to the distribution of Ukrainian refugees, Steffen Angenendt, Nadine Biehler, 

Raphael Bossong, David Kipp and Anne Koch argued at the end of March 2022 for the German 

Institute for International and Security Affairs (Stiftung Wissenschaft und Politik) that previous 

experiences with the reception of large groups of refugees – for example, during the Bosnian 

war and the so-called European refugee crisis in 2015 and 2016 - show that an initially positive 

attitude toward protection seekers can quickly turn into rejection if the impression arises that 

state structures are overstretched and no sustainable cooperation with civil society actors is 
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possible in the medium term. This danger is particularly prevalent in Poland as the primary 

country of first arrival. Even if the social mood there has not yet changed, the capacity limits 

of large Polish cities such as Warsaw and Krakow have already been reached by the end of 

March 2022. 84 

According to the authors of the above-mentioned study by the German Institute for International 

and Security Affairs (Stiftung Wissenschaft und Politik), the strategic planning of all EU states 

should include three phases, Phase 1: Registration and Initial Care, Phase 2: Early Employment 

and Education Opportunities, and Phase 3: Flexible Termination of Temporary Protected 

Status. 

The registration of Ukrainian refugees is a huge challenge given the sheer number of people 

arriving - a historic level since 1945 was reached within a few weeks. In Poland, an appropriate 

procedure and the necessary infrastructure were only set up on March 16, i.e. after more than 

1.8 million Ukrainians had already crossed the border. The registration backlog there and in 

Germany is immense.  

Many Ukrainian refugees still hope to return home soon, but even in the event of a medium-

term ceasefire, a significant proportion of the Ukrainians who have fled will want or need to 

remain in the EU for some time, not least because their homes have been destroyed. In several 

EU states, including Poland, there is certainly an interest in Ukrainian nationals filling gaps in 

the national labor market.  

In view of the high numbers of refugees, it is essential that capacities in language courses and 

in needs-based education and training are greatly expanded.  

According to the above-mentioned SWP researchers, a strategic approach to dealing with the 

flight from Ukraine also includes thinking about the expiration of the temporary protection 

status. In principle, it can be assumed that part of the Ukrainian population that has fled is likely 

to remain in the EU beyond two or three years – the longer the war lasts, the more. If the status 

granted by the EU directive on temporary protection expires without early consideration of 

follow-up options, it is to be expected that many of those affected will exercise their right to 

apply for asylum. 85 
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4 The influence of the Putin system on the African world  

In the vote at the UN General Assembly to condemn Russia’s war of aggression, 141 of the 193 

UN member states voted in favor, five against, including Africa’s Eritrea. Among the 35 

abstentions were 17 African states, Algeria, Uganda, Burundi, the Central African Republic, 

Mali, Senegal, Equatorial Guinea, Congo Brazzaville, Sudan, South Sudan, Madagascar, 

Mozambique, Angola, Namibia, Zimbabwe and South Africa, in addition to China, India and 

Brazil. The voting patterns reflect the influence Russia has on the continent. South Africa, 

Africa's second largest economy, is linked to Russia in the Brics alliance. Instead of 

condemning Russia’s war of aggression on Ukraine, South Africa has called for attempts to 

resolve the conflict through diplomacy since the war began. The Brics alliance also includes 

China, which continues to expand its role in Africa by investing billions. Although Russia is 

mainly active on the African continent in mining projects and private security companies, it 

enjoys a high level of sympathy there as the successor state to the Soviet Union. During the 

Cold War, the Soviet Union supported numerous African independence movements. Against 

this backdrop, Europe is trying to position itself as a strategic partner, but has so far been 

overshadowed by China. With its “Global Gateway” strategy, the European Union now wants 

to catch up and provide around 150 billion euros for infrastructure projects in Africa.86 

Many representatives of the ANC, which has been in power in South Africa continuously since 

the end of apartheid, are loyal to Russia, according to the analysis of Angolan political scientist 

Olívio N’kilumbu. “Some believe that the former liberation movement still owes the Russians 

a lot, since the times of the Cold War, and now we Africans, in the face of the Russian invasion, 

should be silent about it, N’kilumbu explained. Russian propaganda in many African countries, 

including and especially in South Africa, is aimed at "reviving the old links of the USSR with 

the liberation movements.”87 

Russia’s propaganda also targets other countries in the southern part of the continent whose 

independence movements were politically and militarily supported by the former Soviet Union 

in the 20th century, political scientist N’Kilumbu elaborates. Countries such as Angola, 

Mozambique, Zimbabwe and Namibia also voted on the Ukraine resolution at the UN General 

Assembly “with historical friendship in mind”, he said. During the struggle against colonialism, 

the Soviet Union had supported the independence movements of these states, i.e. MPLA, 

FRELIMO, ZANU and SWAPO, with arms and training. “Especially in Angola and 
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Mozambique, there had been practically no political changes since the Cold War times. And 

that is why the umbilical cord linking these countries to Moscow has never been cut,” 

N’Kilumbu said. The MPLA continues to maintain close ties with Russian military, economic 

and political elites, he said. “At the military level, we still have Russian instructors. Our military 

academy is Russian-influenced.”88 

The Russian “Wagner” Group has been active in Mali as a Private Military Company and 

hybrid actor of Russian security and military policy since the fall or winter of 2021. According 

to General Stephen Townsend, commander of the U.S. Africa Command, as of early 2022, there 

were approximately 1,000 Russian Wagner Group mercenaries operating in Mali (“Wagner is 

in Mali”).89 For months, there had been international speculation that the Mali government was 

relying on Russian mercenary support. By early 2022, the military military government denied 

these allegations.  

The first reports of a deployment of Russian Wagner mercenaries in Mali had come to light in 

September 2021. Since the recent coup, Mali has been led by a transitional military government. 

The latter admits that “Russian trainers” are in the country. It is “an agreement between the 

Malian and Russian states”.90 Like the EU training mission EUTM, Russia is also training 

security forces in Mali. 

U.S. General Townsend spoke of a “worrisome” situation in early 2022 because Russia was 

supporting the use of Russian mercenaries in Mali. According to him, the Wagner mercenaries 

are being brought to Mali by Russian Air Force aircraft. In September 2021, former German 

Defense Minister Annegret Kramp-Karrenbauer had sharply criticized the then alleged 

deployment of Russian mercenaries in Mali and, like France, questioned Germany’s 

participation in the EUTM training program and the UN peacekeeping mission MINUSMA. 

The current German Minister of Defense, Christine Lambrecht, clearly rejects a termination of 

the Bundeswehr mission – with over 1350 Bundeswehr soldiers – in Mali: “We will not back 

down, we will not make it that easy for the Russians. Moscow will not succeed in getting the 

West to withdraw quasi-automatically wherever Russia does not want to see us by sending 

mercenaries,” Lambrecht said at the end of January 2022.91 

On the occasion of German Chancellor Olaf Scholz’s trip to Africa at the end of May 2022 to 

meet the heads of state of Senegal, Niger and South Africa on the topics of economic relations, 

security policy and climate protection, Scholz also wanted to talk about Russian disinformation 
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campaigns in Africa, according to the AFP news agency, which cites German government 

circles. Germany and the EU wanted to counter Russian attempts to expand its own sphere of 

influence in Africa.92 Thus, according to Germany, there is a “massive Russian disinformation 

campaign” in southern Africa. In this massive disinformation campaign, Russia presents itself 

as the victim of aggression by the West, against which it is legitimately defending itself.93 Code 

for Africa investigative journalist Justin Arenstein explains that Russian disinformation 

campaigns have become increasingly professionalized in recent years. In Nairobi, for example, 

RT, formerly Russia Today, operates bureaus “that are among the largest in the world”. The 

strategic goal before the Russian invasion of Ukraine began was “to create a pro-Russian 

mood”, Arenstein explains, “initially to pave the way for operations by mercenary units of the 

‘Wagner Group’ or other Russian economic or military interests in Africa”. The 2021 action 

film “Tourist”, in which Russian soldiers fight alongside the Central African Republic against 

coup plotters seeking to prevent elections in the country, is cited as an example of this. The 

feature film premiered in front of thousands of spectators at the National Stadium in the Central 

African capital. The government of the Central African country hailed the production as “a 

credit to the Russian armed forces’ involvement”, according to the Africa desk of public 

broadcaster TV5 Monde. Russian involvement in the central African country began in 2014 

amid civil war. In 2018, the country asked Russia for help in rebuilding its ailing armed forces, 

he said. Supplied were weapons and mercenaries from the “Wagner Group”. For their 

involvement in the Central African Republic, Russian companies received licenses to mine gold 

and diamonds. However, the Central African country is not the only one to receive arms 

supplies from Russia. According to the Swedish Peace Research Institute (SIPRI), 49 percent 

of the continent’s total arms imports now come from there. In second to fourth place are: France, 

the USA and China.94 

Back in 2019, Russian President Vladimir Putin declared relations with Africa a priority of 

Russian foreign policy and invited heads of state from 47 African countries to Russia for a 

conference.  

To summarize: The new East-West conflict will currently and for many years also be fought 

out in Africa. The Putin system has already started some years ago to expand its influence on 

Africa in the fields of energy, economy, military cooperation or training and mentoring 

(“military advisors”), arms supplies, Private Military Companies. The West, the European 

Union, must understand very quickly, especially against the background of the current war in 
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Ukraine, that the economic and political, especially the security stability of African states or 

regions in Africa, will have massive consequences for Europe, including in the form of flight 

and migration. The Putin system is also fighting against the West and democratic ideas in 

Africa, on numerous levels and with very different actors. 

 

5 Food crisis and hunger in Africa 

International aid organizations have been warning since April 2022 of the worst hunger crisis 

in West Africa in ten years, millions are already starving and the war against Ukraine could 

make the situation even worse. The International Committee of the Red Cross (ICRC) warned 

in April of a hunger crisis of immense proportions in Africa. According to the report, more than 

one in four people on the African continent already suffer from “alarming” hunger. This affects 

about 346 million people, the ICRC said. In addition, the number of hungry people will continue 

to increase in the coming months, it said. The hunger crisis is reportedly affecting large parts 

of the continent, from drought-stricken countries such as Somalia and Ethiopia in the east to 

Mauritania and Burkina Faso in the west. In the Horn of Africa alone, millions of people are at 

risk of severe hunger due to the worst drought in decades. According to UN figures from 

January 2020, more than six million people in eastern and southern Ethiopia alone were already 

dependent on aid supplies at that time.95 

West Africa is also facing its worst food crisis in ten years, according to more than ten 

international aid organizations. According to the report, the number of people in the region in 

urgent need of food aid has almost quadrupled since 2015 due to internal conflicts, droughts, 

floods and the economic consequences of the pandemic. Instead of seven, 27 million people are 

now affected, he said. By June, that number could rise to 38 million people, it said. Separate 

from the war in Ukraine, grain production in parts of the Sahel has already fallen by about a 

third compared to last year, and food prices in West Africa have risen by 30 percent. The United 

Nations estimates that 6.3 million children under the age of five could be acutely malnourished 

in the region this year. According to the Red Cross, the war against Ukraine will further 

exacerbate the already very difficult situation in Africa because the war has already contributed 

to rising food and fuel prices and supply chain disruptions in Africa as well, amplifying the 

economic impact of the pandemic.96 
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Ukraine is one of the largest grain producers in the world. About 4.5 million tons of agricultural 

products were exported monthly through Ukrainian ports before the war began, including 12 

percent of the world’s wheat, 15 percent of corn, and half of sunflower oil. Exports through 

Ukrainian seaports have come to a complete halt because of the Russian naval blockade. The 

EU had recently announced its intention to make grain trade possible via other routes.97 

Russian forces are suspected of illegally stealing tons of grain at the end of May 2022 during 

the invasion of Ukraine, which has been ongoing since February. This was reported by the U.S. 

channel CNN with reference to satellite images of the U.S. service provider “Maxar 

Technology”. According to the report, Russian ships were observed loading and shipping 

Ukrainian grain at the port of Sevastopol on the annexed Crimean peninsula. According to the 

report, the two ships “Matros Posynich” and “Matros Koschka” have since left the port, but 

according to the geo service provider “Marinetraffic.com” they are still at sea. According to 

CNN, the quality of the images is so good that the loading from the grain silos onto the ships 

can be seen exactly. The “Matros Posynich” was already spotted on satellite images at the 

Syrian port of Latakia two weeks ago, after it was turned away from Egyptian ports. There, 

according to the report, the grain was further loaded on trucks.98 

Ukraine is one of the world’s largest wheat exporters, but since the start of the war it has only 

been able to export a fraction. Therefore, a hunger crisis of historic proportions is looming, 

especially in Africa. Russia is pursuing a strategy of using hunger as a tool, German Foreign 

Minister Annalena Baerbock said in mid-May 2022. At the start of his trip to Africa in mid-

May, German Chancellor Olaf Scholz pledged help to countries on the continent affected by 

the global food crisis offered Senegal cooperation in gas production. It made sense to 

“intensively pursue” such cooperation; this was a “common concern”, the German chancellor 

said. At issue is the development of a gas field off the West African coast, in which Mauritania 

is also involved along with Senegal. Scholz said that they had begun to exchange views on the 

matter. Sall stressed that Senegal was ready to supply Europe with gas. The chancellor also 

expressed readiness for greater cooperation in renewable energies.99 

Referring to the current spring 2022 food crisis, Scholz warned that many countries could face 

major difficulties in feeding their populations. Germany will “do everything we can” to 

counteract this, he said. Russia’s blockade of wheat exports from Ukraine have caused food 

prices to rise and exacerbated the crisis, particularly in the East African countries of Somalia, 
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Ethiopia and northern Kenya, which have been hit by massive drought. “Many countries around 

the world are affected by this war that are far away”, Scholz said. He said the German 

government will continue to support aid programs. Among aid organizations, expectations are 

high. World Vision complains that German Chancellor Angela Merkel placed too much focus 

on “migration defense” from 2015: “From Chancellor Scholz, we expect a policy of eye 

level.”100 

 

6 Consequences in terms of Energy policy for Europe 

Since the start of Russia’s war of aggression against Ukraine on Feb. 24, 2022, the EU has 

imposed five sets of sanctions against Russia, including targeted restrictive measures against 

individuals (individual sanctions), economic sanctions, and diplomatic measures.  

According to energy researchers in mid-March 2022, the natural gas reserves available in 

Germany will still be sufficient for the last few weeks of winter in 2022, but there could be 

noticeable shortages in the coming winter of 2022/2023. This is because German gas storage 

facilities are currently only about 20 percent full. The Russian Gazprom Group, among others, 

is directly responsible for this shortage, says Professor Michael Sterner, head of the Energy 

Networks and Energy Storage Research Unit at the Ostbayerische Technische Hochschule 

Regensburg (OTHR). “Gazprom owns about 20 percent of the gas storage facilities in Germany 

and didn’t fill them up at all last summer.”101 Apparently, the Russian company had already 

prepared the planned war in this way. The German government must react quickly here with 

regulation, Sterner advises. “Operators of gas storage facilities should fill them up to 80 to 90 

percent by the start of a heating season in the fall.” Next summer, however, that is unlikely to 

happen, given a possible supply freeze. In the view of the scientists, Germany would therefore 

have to prepare for drastic savings measures in the coming winter. “If we set the heaters in our 

homes one degree colder, we can save around six percent of our energy consumption as a 

result,” says Martin Pehnt, head of the energy department at the Institute for Energy and 

Environmental Research in Heidelberg (ifeu). He thus summarizes a formula that Fatih Birol 

had already presented. The head of the International Energy Agency IEA had presented a ten-

point plan with which Europe could largely replace Russian gas supplies within a year. Point 

nine of the list reads: Private consumers should lower their heating temperatures by one degree 

and thus ensure savings of up to ten billion cubic meters of gas. 
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According to Bruno Burger of the Fraunhofer Institute for Solar Energy Systems in Freiburg, 

“three degrees less in your own home is quite bearable compared to the fear for your own life 

in the war zone.” “If the war develops the way Russian troops have already proceeded against 

Aleppo in Syria, it will become much more dramatic. Then we will have no choice but to 

completely stop buying oil and gas from Russia.”102 

After lengthy deliberations, at the beginning of May 2022 the EU Commission proposed to the 

EU member states a gradual phase-out of imports of Russian oil, as part of the sixth sanctions 

package against Russia. After weeks of blocking, Germany gave up its opposition to such an 

oil embargo. However, Hungary – as of 26.5.2022 – did not want to do without Russian oil for 

the time being. In the struggle for further sanctions against Russia, a supply stop for Russian 

oil to the EU is becoming more and more likely, according to German Economy Minister Robert 

Habeck, as of 5/24/2022. Such an embargo is “within reach”, the German economy minister 

and Green politician said, adding that he expects a breakthrough “within a few days”.103 In 

Germany, too, Russian oil is not to be banned overnight. The embargo is to take effect over the 

course of several months. The Federal Ministry of Economics considers a phase-out of Russian 

crude oil imports by late summer to be realistic. Within a few weeks, the share of Russian oil 

in Germany’s oil consumption has already fallen from 35 to twelve percent.104 

If the Russian government decides on retaliatory measures for the EU sanctions and, for 

example, cuts oil exports to Europe before the end of the year, oil could become much more 

expensive. Then the level of the previous year’s high of 140 dollars per barrel would again be 

within reach, says Helima Croft, commodities expert at RBC Capital Markets. If the embargo 

were to be more radical and, for example, Russian crude oil were to be eliminated within two 

months, the supply of crude oil would become tighter. That would catapult prices upward, 

believes de Rubia of Hamburg Commercial Bank. In this case, prices of $200 per barrel are 

quite possible. However, he does not expect such a scenario.105 

However, the German economy is less relaxed. Individual associations are warning of negative 

economic consequences. In the event of an oil embargo, prices would continue to rise, believes 

Peter Adrian, President of the Association of German Chambers of Industry and Commerce 

(DIHK). This would put energy-intensive industry and the logistics sector in existential distress. 

According to Manuel Frondel, energy expert at the RWI research institute, the price of gasoline 

is likely to take another leap upward. The ADAC predicts higher gasoline prices – but not 
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permanently throughout Germany, but regionally in parts of eastern Germany. The halt in 

Russian oil supplies would hit the refinery in Schwedt, the majority of which is still owned by 

the Russian Rosneft Group, particularly hard. It is unlikely that the refinery will be able to 

switch quickly to other types of crude oil. Accordingly, if oil is imported, production of gasoline 

and diesel in eastern Germany will be lower and demand will have to come from purchases in 

the rest of Germany as well as abroad, says economist de la Rubia. This will be reflected in 

higher prices, he adds. In contrast, the Leuna refinery appears to be in a position to switch to 

other types of crude oil. Total Energies, the refinery’s operator, recently said it could replace 

Russian oil by the end of the year or perhaps sooner. The potential shock following an oil 

embargo against Russia should therefore be limited in Germany for the time being.106 

 

7 The Putin system and extremism in Europe 

According to CeMAS, Russia Today DE was by far the most shared medium in the relevant 

channels and groups on Telegram during the first week of the war. Conspiracy believers, 

radicals and extremists disseminated the Putin system's propaganda there, in part unfiltered, and 

thus became an important source of disseminating Russian disinformation in their own milieu 

– among “lateral thinkers”, among others. The majority of the ten channels with the most 

subscribers positioned themselves for the Putin system and against the Ukrainian and/or at least 

against the West. These include the channels of conspiracy ideologues Eva Herman, Bodo 

Schiffmann and Reiner Fuellmich. The channels of the Saxon micro-party Freie Sachsen as 

well as the “alternative media” AUF1, Freie Medien and Ken Jebsen – Aufklärung und 

Information also located themselves on Putin’s side. In general, Dittrich, Rathje, and Müller 

noted for CeMAS on 3/18/2022 that the top 10 channels that positioned themselves pro-Putin 

had seen clear growth since the start of the Russian war of aggression. A large increase was 

recorded by pro-Russian channels, which previously had rather fewer subscribers and before 

the war were not among the channels with the widest reach in the milieu of “lateral thinkers”, 

“Reich citizens”, and “self-governors” as well as right-wing extremists. 107 

In terms of content, it was mainly the actions of the Russian government that were excused: 

Putin was “merely reacting to years of provocations by the West” – especially NATO. The 

AUF1 channel offered a platform for this position to the conspiracy ideologist Christoph 

Hörstel, who founded two conspiracy ideological micro parties (Deutsche Mitte, Neue Mitte), 
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with an interview. Bodo Schiffmann also seized on the disinformation spread by Russia about 

a “denazification” of Ukraine by Russia, claiming that NATO had brought a fascist government 

to power in Ukraine. He also shared, as did Eva Herman, disinformation commonly found 

within the milieu about U.S.-funded biolabs in Ukraine, which was also intended to justify 

Putin’s attack. The labs are said to be located on the border with Russia or Russian-occupied 

Crimea, funded by the U.S. Department of Defense, and working on biological weapons. These 

claims have been part of a Russian disinformation campaign for years. 

According to CeMAS, it is not only Oliver Janich who places the war in a larger conspiracy-

ideological context. Within the overall milieu, the reference to the pandemic and the associated 

topics of the establishment of a “New World Order” (NWO) or the poisoning of the population 

through vaccinations is very clearly established. Eva Herman’s posting, with 277,532 views, 

has the widest reach, but also Bodo Schiffmann and the Free Saxons claim that “the war in 

Ukraine should distract from a planned forced vaccination”. The channels AUF1, Freie Medien 

as well as the channels of Bodo Schiffmann , Reiner Fuellmich and Oliver Janich see the war 

in Ukraine as part of the conspiracy ideological master plan “The Great Reset”. Schiffmann, 

Janich and Reiner Fuellmich imply that the war is intended to accelerate the implementation 

process that began with COVID-19. Fuellmich even claimed in a February 28, 2022 interview 

with the conspiracy ideological “alternative” medium Bittel TV that he could not perceive any 

fighting in Ukraine. The older cipher of the “New World Order” (NWO) is also used in 

connection with the Great Reset by AUF1 and Schiffmann. AUF1 particularly highlights the 

role of “globalists” in the conspiracy in one of the postings analyzed. The term is an anti-Semitic 

cipher used primarily in conspiracy ideological and right-wing extremist milieus.108 

The TOP 10 German-language Telegram channels – reitschuster.de, Eva Hermann Offiziell, 

AUF1, GemEINSam stark - JETZT, Freie Medien, Alles Ausser Mainstram, Reiner Fuellmich, 

Oliver Janich öffentlich, Freie Sachsen as well as Ken Jebsen – Aufklärung und Information – 

with conspiracy ideological content came to over 1,854 million subscribers as of March 11, 

2022. These ten telegram channels with the widest reach are consumed – not exclusively – by 

conspiracy believers, radicals and extremists, among others. 

Russia’s war against Ukraine plays a prominent role within the German milieu of conspiracy 

believers, radicals and extremists. The current majority positioning in favor of the Putin system 

is not surprising, as it has been part of the conspiracy ideology milieu for years. Russia’s first 
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aggressions against Ukraine in the spring of 2014, the results of which included the annexation 

of Crimea and the secessionist efforts of the pro-Russian “People’s Republics” of Donetsk and 

Lugansk, led to Germany-wide pro-Russian protests under the label Monday Vigils for Peace, 

which are classified as ideological precursors of the “lateral thinking” protests. In the context 

of these vigils, Kayvan Soufi-Siavash (Ken Jebsen/KenFM/apolut), Jürgen Elsässer 

(COMPACT Magazine), Andreas Popp and Eva Herman (Wissensmanufaktur), Heiko 

Schrang, the band Die Bandbreite and Dieter Dehm already found conspiracy ideologues heard, 

who later were and are also active in “Querdenken”. Other actors in the current protests 

appeared publicly for the first time in the context of the “Monday vigils”, such as the right-wing 

extremist Nikolai Nerling (“Der Volkslehrer”). As with “Querdenken”, the composition of the 

protesters at the Monday vigils was very heterogeneous. In 2014/15, the protesters were 

directed against the official portrayal of the war by Western governments and the reporting of 

the established media, as well as an alleged world conspiracy of the U.S., especially the Federal 

Reserve Bank, with the goal of dominating the world. Not only personal continuities exist 

between the vigils and the current “lateral thinkers” protests. 109 

A recent representative survey by CeMAS – covering the period April 1-12, 2022 – in Germany 

shows how widespread conspiracy narratives about the Russian war against Ukraine are in 

Germany. According to the survey, around one-fifth of respondents tend to agree with such 

statements. The figure is significantly higher among AfD voters, the unvaccinated and Corona 

demonstrators. The survey asked respondents to agree with a whole range of statements. For 

example, around 12 percent agreed completely and almost 20 percent at least partially with the 

statement that Vladimir Putin is “acting against a global elite that is pulling the strings in the 

background.” That Russian President Putin is being “made a scapegoat by the West” in order 

to “divert attention from the real problems” was believed fully by a good 15 percent of 

respondents and partially by another 16 percent. Just under seven percent fully agreed and twice 

as many partially agreed with the unsubstantiated conspiracy narrative that Ukraine was 

operating secret laboratories with the United States to produce bioweapons.110 Widespread 

skepticism of Western media is common, according to the poll. Almost 14 percent fully agreed 

with the statement that they could not be trusted in reporting on the war in Ukraine, and more 

than 21 percent partially agreed. 

The CeMAS study found significant differences between different demographic and political 

groups. According to the study, the highest level of approval for conspiracy narratives about 
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the Ukraine war is among people aged 30 to 49 (around 24 percent), and the lowest among 

people over 60 (around 13 percent). 

The survey results are even more impressive with regard to voting behavior: According to the 

study, almost 60 percent of AfD voters agree with conspiracy ideology statements on war. 

Among voters for the Die Linke party, the figure is still 26 percent, and around 15 among FDP 

voters. Voters for the CDU/CSU (just under 12 percent) and SPD (around 10 percent) hardly 

differ in this respect. According to the survey, approval of conspiracy ideology statements is 

lowest among Green voters, at less than 4 percent. The AfD voters who took part in this survey 

also most frequently saw Ukraine, the USA, the EU and NATO as being to blame for the war.111 

The representative survey also proves the connection between corona conspiracy narratives and 

those about the Russian war against Ukraine. According to the survey, the more vaccinations 

people have received against the corona virus, the less they agree with conspiracy ideological 

statements about the war. Among the unvaccinated, agreement with such statements is highest 

at just over 56 percent. Unvaccinated and Corona demonstrators are particularly likely to 

believe conspiracy narratives. Among people who have a high propensity to protest government 

Corona measures, agreement is also particularly high, also at 56 percent.  

"The results show once again for society what we have already been able to prove for the digital 

space: Where Corona denial was the topic before, now the war of aggression against Ukraine 

is becoming conspiracy ideologically charged," explained psychologist and CeMAS executive 

director Pia Lamberty. “Accordingly, it is important to develop long-term strategies for dealing 

with this. These mobilizations will not just disappear – especially in light of multiple crisis 

situations”, she added. 

The pro-Putin positioning in the conspiracy ideology milieu is no accident, Lamberty said. 

“NATO and the U.S. were also the enemy images in 2014 that helped the conspiracy-

ideological ‘vigils for peace’ achieve mobilization success”, she explained. “Liberal 

democracies are seen as enemy images in the milieu, while authoritarian leaders are cheered”. 

This “rallying point of anti-democratic positions” has been downplayed for too long, she said. 

With regard to Russian disinformation campaigns, it should be noted that the trend toward 

internationalization and networking in European right-wing extremism has already been 

observed in recent years. Real-worldly in terms of personnel in the context of martial arts 

tournaments such as “Battle of the Nibelungs” as well as right-wing extremist music concerts 
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in numerous European countries. Virtually on numerous websites with right-wing extremist 

content as well as in social networks. European right-wing extremists agree that they reject 

Europe’s liberal, pluralistic democracies, the European democratic value system. This hostility 

to democracy on the part of European right-wing extremists and this consensus could represent 

a strategic gateway for the Putin system to exert influence. For example, in the context of Fake 

News on the level of Psychological Warfare on the Internet, on websites, in social networks. 

But financial support of (violent) right-wing extremists in Europe by Russian actors is also 

conceivable. European right-wing extremists and right-wing extremists worldwide reject liberal 

democracies. The Putin system now finds itself in a new East-West conflict, which at the 

moment has reached the escalation stage of a war of aggression on a sovereign European state, 

Ukraine. In this new East-West conflict, actors of the Putin system could form strategic 

partnerships with European right-wing extremists. This should be countered by the 

governments of European countries, their security agencies, as well as academic institutes and 

the media, with resources, measures, programs and extensive research.112 

According to findings of the German security authorities, left-wing extremists in Baden-

Württemberg have also been infiltrating the demonstrations against the war in Ukraine since 

the beginning of the war. However, they do not only condemn the Russian war of aggression; 

NATO, the USA and the German government are also sometimes accused of “warmongering”, 

according to an answer of the Ministry of the Interior to a question of the FDP parliamentary 

group, which is available to the Deutsche Presse-Agentur.113 According to state Interior 

Minister Strobl, left-wing extremists at these peace demonstrations not only try to transport 

their political messages beyond their own clientele, but also to gain new supporters. “There is 

also a spread of narratives issued by the Russian government”, emphasizes State Interior 

Minister Strobl. For example, local groups of the left-wing extremist German Communist Party 

(DKP) shared the narrative of Putin’s system, according to which alleged “terrorist attacks by 

the Ukrainian army primarily on the civilian population” and an escalation pushed by the West 

and NATO had led to Russia’s military intervention. Organizations such as the DKP 

ideologically followed “largely faithful to the line of interpretations of the Communist Party of 

the Russian Federation and in part also those of the Kremlin”, writes Interior Minister Strobl. 

The violence-oriented nationwide alliance “Perspective Communism” (PK), which in Baden-

Württemberg includes the “Revolutionary Action Stuttgart” and the “Left Action Villingen-

Schwenningen”, had cited a “fascistoid development in Ukraine since the Maidan coup” as the 
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cause of the war. Russia is acting “from the defensive in the face of NATO’s encirclement”, 

the alliance is quoted as saying.114 

The analysis of the security authorities of Baden-Württemberg and of Interior Minister Strobl 

is that left-wing extremists want to occupy socially widely discussed or accepted topics “in 

order to dissolve the boundaries between legitimate civil society and extremist engagement. At 

the demonstrations, they tried to influence social opinion-forming processes in order to make 

their own positions more acceptable. In doing so, they often disguise their motivation and 

present false facts in order to gain new supporters. The State Office for the Protection of the 

Constitution sees a concrete danger that “Russian propaganda and disinformation will be spread 

by extremist actors, including left-wing extremists.115 

 

8  Conclusion 

When analyzing the Russian war against Ukraine, there are many levels and factors to be 

examined and new information to be evaluated on a daily basis. It should not be forgotten that 

this war threatens the lives and health – physical and psychological – of numerous innocent 

people every minute. Numerous Ukrainian children, women, non-combatants, as well as 

combatants, Ukrainians defending their country and freedom, were injured and killed.  

The new East-West conflict, this East-West conflict of the 21st century has started at the latest 

with the Russian annexation of Crimea in 2014 and has reached a historic high for the 21st 

century with the Russian invasion on 24.2.2022. This new Eastern conflict of the 21st century 

will cost many more lives and it will threaten the internal security of Europe. The Putin system 

will very likely seek intensive forms of cooperation with the enemies of liberal democracies, 

for example, with right-wing extremists and other opponents of the state in Europe. In times of 

crisis, populists, radicals, and extremists have an easier time destabilizing, spreading 

propaganda, and recruiting. A potentially significant deterioration of the economic situation in 

Europe and the world would thus potentially also have an impact on Europe's and the world’s 

internal security. 

It remains to be seen whether the “turn of the times” announced by German Chancellor Olaf 

Scholz and the current German government116 will also represent an actual turn of the times for 

German security and defense policy. For the time being, the current policy of the German 
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government with regard to arms deliveries to Ukraine argues against an actual turning point. In 

view of this new East-West conflict with a Russian warfare that knows hardly any limits, the 

current German security architecture, the training and equipment of its armed forces or its 

authorities, should be put to the test as quickly as possible, by politics, by the security authorities 

and armed forces themselves, and by academia. 

To this end, the idea of a common European security and defense policy should be revived as 

quickly as possible or, in accordance with the principle of a “turn of the times”, thought about 

more comprehensively and consistently and implemented very promptly.  
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