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1  Introduction and Background 

The level of the threat of right-wing extremist violence and right-wing terrorism assess many 

European security agencies as extraordinarily high. The Dutch domestic intelligence service 

AIVD called 2019 “the year” of right-wing terrorist attacks worldwide.1 Data obtained by 

terrorism researchers from various sources come to long-term comparisons and show that 

Germany, along with Sweden (ranked ahead of the U.S., the U.K., Spain and Greece), topped 

the list of countries with the highest number of right-wing terrorist attacks for the period 1990 

to 2015.2 Further evidence of the level of threat posed by right-wing terrorism is the number of 

suspects arrested; according to EUROPOL, the main locations of arrests of right-wing 

extremists or right-wing terrorists were Germany, France, Italy, the Netherlands, Poland, and 

the Czech Republic.3 

EUROPOL's latest Terrorism and Trend Situation Report from June 2021 lists several failed or 

thwarted right-wing terrorist attacks in Europe in 2020, for example in July in Brussels and in 

September in Bavaria, Germany, plus another prevented right-wing terrorist attack in France. 

According to EUROPOL, 34 people were arrested on suspicion of right-wing terrorist crimes 

in Europe in 2020, a significant increase over 2019 (21 cases). Those arrested were on average 

38 years old, predominantly male, and citizens of the country in which they had planned 

attacks.4 

International political science research finds that the number of right-wing terrorist attacks and 

incidents tripled internationally in Western democracies between 2013 and 2018 (especially in 

the European Union, the United States, Canada, Australia, New Zealand, Norway, and 

Switzerland). Although Islamist terrorists killed the most people by global comparison, in 

Europe (and the United States) the number of right-wing terrorist attacks significantly exceeded 

those by Islamist terrorists.5 

Numerous examples in recent years prove that the transitions from right-wing extremism to 

militant right-wing extremism to right-wing terrorism have become fluid. Therefore, right-wing 

extremist/right-wing terrorist actors prognostically pose significant threats to European 

democracies for many more years to come.  
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In Germany, there are numerous current cases of right-wing terrorism, right-wing terrorist 

attacks and assassinations, but also of attacks by right-wing extremist terrorist groups that were 

prevented by the security authorities. Right-wing terrorist murders and assassinations include 

those of the so-called “National Socialist Underground” (NSU), the attack by Frank S. on the 

then Cologne mayoral candidate Henriette Reker in the context of the European refugee crisis 

in 2016, the attack by David Sonboly at the Olympic shopping center in Munich in 2016, 

Stephan Ernst and his assassination attempt on CDU politician Dr. Walter Lübcke in 2019, also 

against the backdrop of the European refugee crisis; Roland K. and his attempted murder of 

Eritrean refugee Bilal M. in 2019; Stephan Balliet and his planned attack on a synagogue in 

Halle, in the aftermath of which he murdered two people and seriously injured two others; and 

the racially motivated attack by Tobias Rathjen in Hanau in 2020, in which he murdered nine 

people with an immigrant background. 

In addition to these right-wing terrorist-motivated attacks, assassinations and murders, the 

numerous right-wing extremist-terrorist organizations and groups of the recent past must also 

be mentioned, such as the “White Wolves Terror Crew” (WWT), the “Oldschool Society” 

(OSS), the “Northern Eagles”, the “Comradeship Aryans”, the “Freital Group”, “Revolution 

Chemnitz”, “Combat 18”, the “Northern Cross” Group, and the “Group S”, all of which planned 

right-wing extremist/racist attacks that were prevented by security authorities. 

The analysis of current right-wing terrorist attacks, assassinations and murders in Europe 

reveals international copycat patterns, a virtual but also real-world networking of the right-wing 

extremist milieu. International right-wing terrorists think and act very similarly, copy each 

other, follow the principle of leaderless resistance or the principle of stochastic terrorism. 

As an introduction, this paper examines current cases of right-wing terrorism, first right-wing 

terrorist groups or cells, then right-wing terrorist individual perpetrators, their radicalization 

backgrounds and their modi operandi, in order to derive attack and threat scenarios as well as 

forecasts. Lessons learned as well as problems of the security agencies and institutional 

responses of the security agencies are an important part of this paper. 
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2  Definition and Characteristics of Right-Wing Terrorism 

The German Bundesamt für Verfassungsschutz defines right-wing terrorism as follows: 

“The concept of terrorism used by the intelligence services differs from the criminal law 

definition: While the concept of terrorism in the criminal law sense - at least with regard to 

‘terrorist associations’ pursuant to Section 129a of the Criminal Code (StGB) - is given a 

relatively narrow concretization, it is defined more broadly in the context of the intelligence 

services. The German Bundesamt für Verfassungsschutz defines right-wing terrorism as the 

sustained struggle of right-wing extremists for political goals. These are to be achieved with the 

help of attacks on the life, body, and property of others, in particular by means of serious 

criminal acts, such as those referred to in Section 129a (1) of the Criminal Code, or by means 

of other criminal acts that serve to prepare such criminal acts. 

Thus, although the definition contains a direct reference to the elements of § 129a of the 

Criminal Code, it is not exclusively limited to these. From the perspective of the German 

Bundesamt für Verfassungsschutz, the decisive factor is the simultaneous presence of three 

essential factors that must apply to an actor:  

- A political motivation linked to specific political goals,  

- a sustainable, i.e. not just spontaneous, impulsive or one-off action,  

- Committing particularly serious crimes, especially massive violent crimes.  

This definition by the intelligence services does not necessarily require the existence of a 

group, as is the case under criminal law. Individuals who fulfill the above-mentioned factors 

and do not act on the specific instructions of third parties (right-wing lone wolf terrorists) 

are thus also covered. 

The transition from violence-oriented right-wing extremism to right-wing terrorism can be 

fluid. Observation of violence-oriented right-wing extremism is therefore of particular 

importance for the intelligence services. If there are signs of right-wing terrorism, such as 

concrete indications that a serious act of violence or a terrorist attack is being planned, the case 

is closely and intensively investigated as a threat. In the past, this has made it possible to thwart 

attack plans and achieve operational successes in the cooperation between the security 

agencies.”6 



7 

 

It is important to note that definitions and criminal offenses of right-wing terrorism vary across 

the member states of the European Union. However, this paper does not have a jurisprudential 

focus, but rather a focus on extremism and terrorism research and focuses on the actors of right-

wing terrorism and their strategies, tactics, and modi operandi. 

 

Characteristics of right-wing terrorism: 

• Right-wing terrorism is accompanied by a specific communication strategy that sends a 

terrorist message to groups, religions, ethnicities (“You can be the next target/victim”) 

beyond the specific-tactical target (victims). An example of this is the right-wing 

terrorist group “National Socialist Underground” (NSU). These addressed potential 

victims of future attacks are to be intimidated. The message of right-wing terrorists is 

directed at the victim group, the state and the right-wing terrorist sympathizer 

environment.7 

• Right-wing terrorism is the sustained strategic struggle for right-wing extremist goals. 

These goals are to be achieved by means of attacks on the life, body and property of 

others. 

• Right-wing terrorists aim for public attention, for media coverage. 

• Right-wing terrorist attacks can be carried out by organizations, groups, cells and 

individual perpetrators. 

• The ideological background of right-wing terrorism can be friend-foe stereotypes, 

conspiracy theories, deterministic images of history, and identitarian images of society.8 

• The transitions from right-wing extremism to right-wing terrorism can be fluid. 

• Targets/victims of right-wing terrorists can be, among others, foreigners, asylum 

seekers, people with a migration background, Muslims, Jews, politicians, police 

officers, civil servants and representatives of the state, but also members of parties 

perceived by right-wing terrorists as opponents/enemies.9 
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3  Right-Wing Terrorist Groups or Cells  

3.1 Current Actors in Europe - Transition from Right-Wing Extremism to 

Right-Wing Terrorism 

At the beginning of April 2022, a large-scale raid by police officers against suspected members 

of the “Atomwaffen Division” took place in eleven federal states in Germany on behalf of the 

Federal Prosecutor General. “The Atomwaffen Division” is international, was founded in the 

U.S. and is rated as violent or right-wing terrorist. In this major raid in Germany in April, 61 

properties were searched and four suspects were arrested. The current investigations are divided 

into a total of five individual investigations and are directed against the supporters of this widely 

ramified neo-Nazi network. Some of the suspects are accused of attempted formation of and 

membership in a terrorist organization, while others are accused of membership in a criminal 

organization. Another part is accused of having continued to operate a neo-Nazi association 

despite an official ban.10 

The “Atomwaffen Division” (DWS) was founded in 2015 on the Internet by U.S. right-wing 

extremists, and U.S. security agencies are investigating DWS for at least five murders. In 2018, 

according to the findings of German security agencies, an AWD offshoot also established itself 

in Germany. According to a spokeswoman, the Federal Prosecutor’s Office is investigating ten 

suspects in connection with DWS Germany; five of them and another witness were searched 

during the major raid in early April.11 

EUROPOL found intensive interest in weapons and explosives, plus martial arts training, in 

European right-wing extremists in the summer of 2021. As an example, EUROPOL cites the 

neo-Nazi group “Fire War Division”, which was established online in chats in several European 

countries in October 2018. In Estonia and in the UK, there were arrests by police forces, in the 

UK on a group of members of the “Fire War Division”, which had planned attacks in Germany, 

the UK and the US.12 

In July 2020, there was a major raid against the right-wing extremist group “Freie Kräfte 

Prignitz in three German states. The police had indications that the group “Freie Kräfte 

Prignitz” had planned an attack on a mosque. Searches were carried out in Brandenburg, 

Mecklenburg-Western Pomerania and Saxony-Anhalt. Seven members of this right-wing 

extremist group, aged between 32 and 40, had planned an arson attack on a mosque in 

Wittenberge/Prignitz, Brandenburg police said. The neo-Nazi group is also said to have planned 
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attacks on stores run by owners with an immigrant background.13 The evaluation of the laptops, 

cell phones, storage media and data seized during the large-scale raid revealed that the members 

of this neo-Nazi group collected information on police officers. Among other things, they had 

collected data on people, family relationships and duty stations, as well as camouflage license 

plates of civilian vehicles, according to the Brandenburg police. 14 

In September 2020, four right-wing extremists from a violent group, “Völkische Siedler”, were 

arrested in Spain in a rural area of the province of Lleida. According to EUROPOL, this far-

right group had been prepared for “Day X”, the collapse of the democratic state of Spain, in 

order to then wage a “race war”. Those arrested had published a manifesto online announcing 

and “justifying” violence, linked to theories of an alleged “superiority of the white race”. In 

addition, right-wing terrorists such as the bomber of the attack on the two mosques in 

Christchurch/New Zealand were glorified and calls were made for further attacks on “non-

whites”. One of those arrested also had U.S. citizenship in addition to Spanish citizenship.15 

As another current trend among European right-wing extremists, EUROPOL notes with regard 

to radicalization processes that, strikingly, very young men were and are members of violence-

oriented right-wing extremist groups or right-wing terrorist groups. In Estonia, a 13-year-old 

member of the “Fire War Division” was arrested; in the Netherlands, a large proportion of the 

members of right-wing extremist/right-wing terrorist groups were under the age of 18, as was 

the case in Luxembourg. In this case, EUROPOL refers to the role of social networks of the 

Internet, so that these youthful right-wing extremists are also very closely networked 

throughout Europe. In 2021, the Bulgarian security agencies described radicalization processes 

of young right-wing extremists via social networks as the “greatest threat of the future”.16 Czech 

and British security agencies reported similar observations. EUROPL also cited “The Base”, a 

far-right group founded in the United States that now has a presence in Canada, Australia, South 

Africa, and Europe. For example, in October 2020, two right-wing extremists from “The Base” 

group were arrested in Amsterdam and Zwijndrecht, the Netherlands, for spreading racist and 

anti-Semitic narratives online and glorifying right-wing terrorist attacks. “The Base”, according 

to EUROPOL, sees itself as “resisting a political system dominated by Jews”. Thus, “The Base” 

advertises the acquisition of firearms for this “resistance”.17 

The Swedish security agencies, in turn, state that the violent right-wing extremist scene in 

Sweden consists primarily of the organizations Nordiska motståndsrörelsen (NMR, ‘Nordic 

Resistance Movement’) and Nordisk Styrka (NS, ‘Nordic Strength’). NMR is described by 
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EUROPOL as a hierarchical organization that also pursues paramilitary strategies to prepare its 

members for armed struggle.18 

In June 2020, various newspaper articles reported that violent German neo-Nazis were being 

trained “for the final battle” by Russian paramilitaries in Camp “Partizan” near St. Petersburg. 

In this camp, right-wing extremists from all over Europe would receive paramilitary training. 

It is run by the right-wing extremist “Russian Reich Movement”. According to Nathan Sales, 

U.S. government counterterrorism coordinator, the “Russian Reich Movement” wants to secure 

“white supremacy” by “military means”.19 The “Russian Empire Movement”, in turn, was 

classified by the U.S. as a foreign terrorist organization in April 2020 and placed on the U.S. 

“terror list”. According to U.S. security authorities, the “Russian Reich Movement” attempts to 

network neo-Nazis internationally.20 

Regarding the support of the right-wing extremist training camp “Partizans” by Russian security 

agencies, by the Putin system, an employee of the German Bundesamt für Verfassungsschutz 

told a major weekly newspaper in the summer of 2020, “Of course Russia’s president knows 

about these institutions”. “Whether he supports them financially, we don’t know. At the very 

least, he tolerates them.”21 Several times, he said, German security agencies have spoken with 

Russian domestic intelligence agency FSB liaisons about the sabotage training camps. “They 

listened to it. But nothing happened”, the German intelligence official noted.22 According to 

the U.S. counterterrorism coordinator Sales, the “Russian Reich Movement” has “the blood of 

innocent people on its hands” because they are fighting in eastern Ukraine after their training. 

As a result of two right-wing terrorist attacks in Gothenburg, Sweden, in 2016, the German 

Bundesamt für Verfassungsschutz and the Bundesnachrichtendienst received the first 

indications that German neo-Nazis were training at a Russian training camp. The two Swedish 

right-wing extremists Anton Thulin and Viktor Melin had carried out explosive attacks on 

facilities for asylum seekers after returning from the right-wing extremist training camp 

“Partizan”. The Swedish intelligence service Säpo was able to prove that both accused right-

wing extremists had stayed at the “Partizan” camp for eleven days. They received prison 

sentences of eight and a half and one and a half years. In that trial, Swedish chamber prosecutor 

Mats Ljungqvist established that German neo-Nazis had also been trained at Camp “Partizan”.23 
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3.2 “The Group S” 

In mid-February 2020, police investigators uncovered the right-wing terrorist “Group S”. A 

suspected supporter of the right-wing terrorist “Group S” allegedly admitted that the right-wing 

terrorist group had discussed plans to attack mosques in Germany.24 The man is one of the 

twelve suspected members arrested after the group was uncovered. One arrested supporter 

allegedly posted calls for terror online. In addition to attacks on mosques, attacks with firearms 

were also allegedly planned. The Federal Prosecutor’s Office and the State Criminal Police 

Office of the State Baden-Württemberg received further indications of the dangerous nature of 

“Group S” from monitored telephone calls and chat messages. The suspected leader of the 

group, Werner S., had commented on a speech by German President Frank-Walter Steinmeier 

with the words: “This high traitor” will “pay”. In addition, he posted a knife symbol.  

Since April 2021, the trial of the so-called “Group S” has been underway at the Higher Regional 

Court of Stuttgart. In addition to Werner S., the founder of this right-wing extremist-terrorist 

group, eleven other men are in the dock. According to the current state of the investigation, the 

members of “Group S” are said to come from the environment of vigilante-like groups, so-

called brotherhoods. In the opinion of the Federal Prosecutor General (GBA), these twelve 

members of “Group S” are founders, members or supporters of a right-wing terrorist 

organization. Werner S. and Tony E. are accused of being ringleaders. 

The twelve men, aged between 32 and 61, are said to have talked about specific right-wing 

terrorist attacks and planned to arm themselves for them. Seven of them are accused of violating 

the weapons law.25 

The right-wing extremist group S. is accused of planning right-wing terrorist attacks in 

Germany. After a meeting in Minden in February 2020, the suspected group members were 

arrested. One of the suspects from Porta Westfalica took his own life in the meantime.26 

According to investigators, “Gruppe S” intended to bring about “civil war-like conditions” by 

attacking politicians, asylum seekers and Muslims in Germany.27 Furthermore, a member of 

“Group S” is said to have shared a quote in October 2019, literally saying, “We must from time 

to time carry out terrorist attacks in which uninvolved people die. This allows us to direct the 

entire state and the entire population. The primary target of such an attack is not the dead, but 

the survivors, because they are the ones who must be directed and influenced.”28 In addition, in 

March 2018, this member of “Group S” reportedly shared a quote board showing a gun. 

Literally, it reads: “Dear police officer, that there is your service weapon! It’s not just there to 
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look at, it’s there to protect us and you, so use it already! If you don’t want to and you can’t, 

give it to us, we will use it for sure against every riffraff! Greetings, your people and your 

master!” 29 

The defendants Frank H. and Marcel W. are said to have been members of the brotherhood 

“Wodans Erben Germanien” (Wodan's Heirs Germania), as well as Werner S., the latter 

additionally also with the “Freikorps Heimatschutz Division 2016 - das Original” (Free Corps 

Homeland Security Division 2016 - the Original), which operates throughout Germany. The 

defendants Tony E., Thomas N. and Wolfgang W. were also among its members. On Facebook, 

this group wrote that they were preparing for a “war”.30 Steffen B. and Stefan K. are said to 

have been leaders of the “Vikings Security Germania”, a fraternity active primarily in eastern 

Germany. Paul-Ludwig U. was a member of the “Brotherhood of Germany”, an aggressively 

acting troop that is closely connected to other parts of the right-wing extremist scene in North 

Rhine-Westphalia.31 

In the state protection trial at the Higher Regional Court of Stuttgart against the “Group S”, 

telephone conversations of Thomas N. - a member of the “Group S” - intercepted by the security 

agencies in mid-February 2022 took center stage. “They want to enslave us”: When N. talks 

about “them” in the phone calls, he remains unspecific. His images of the enemy appear diffuse, 

the then Chancellor Angela Merkel, but also “the Kanaks”, “the Muslims”, “those from the 

Antifa”. His xenophobia is underlined by his statement: “It’s getting worse and worse, they all 

have to get out”. In the intercepted telephone conversation, Thomas N. leaves no doubt about 

how this is to be achieved: “It can only be done with violence, nothing can be done without 

violence”, he says in the conversation with his brother. “They will all bleed! Only kill! Away 

with the filth!” Children should die, N. said in that phone call, as it was played in the state 

protection trial.32 

 

3.3  “Combat 18” - Potential transition from Right-Wing Extremism to Right-

Wing Terrorism 

The former German Federal Minister of the Interior, Horst Seehofer, banned the neo-Nazi 

organization “Combat 18 Germany” (C18 Germany) with effect on Jan. 23, 2020. The 

organization filed a complaint against the ban with the Federal Administrative Court in Leipzig 

at the end of February 2020. The ban against this association is based on Article 9 (2) of the 

Basic Law in conjunction with § Section 3 (1) of the Law on Associations. The purposes and 

activities of “C18 Deutschland” were contrary to criminal law and directed against the 
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constitutional order. According to the Federal Office for the Protection of the Constitution, 

“C18 Deutschland” was a neo-Nazi, racist, and xenophobic association whose purposes were 

similar to those of National Socialism. In addition, its activities in the field of right-wing 

extremist music testified to the organization’s aggressive, militant stance.33 The organization 

Combat 18 (C18) was founded in 1992 in England by members of the British National Party as 

their “hall protection”. There, C18 subsequently gained media notoriety for acts of violence and 

intimidation of political opponents. From Great Britain, a network developed that was active in 

many European countries. C18 propagated violence as a legitimate means in the political 

struggle to achieve its goal of a National Socialist-influenced state. The numbers 1 and 8 in the 

organization’s name stand for the first and eighth letters of the alphabet and symbolize Adolf 

Hitler’s initials. The name “Combat 18” can thus be translated as “Kampfgruppe Adolf 

Hitler”.34 

In Germany, the security agencies had received sporadic indications of local C18 sections since 

the 2000s. The organization “C18 Deutschland” (C18 Germany) had existed since 2014 at the 

latest. The grouping included around 20 people, with a distinction being made between “full 

members” and “supporters”. A common brand and identifying mark was a dragon, which was 

used as a symbol on T-shirts, stickers, flyers and CDs. The purpose pursued by “C18 Germany” 

was, on the one hand, to build a binding community for its members, bound together by defined 

duties, which shared a common National Socialist, racist, xenophobic and anti-Semitic 

ideology. On the other hand, the central focus of “C18 Germany” was on the production and 

distribution of right-wing extremist recordings as well as the organization and attendance of 

right-wing extremist music events. Music with right-wing extremist lyrics was the primary 

means of propaganda. A number of the recordings distributed by members of “C18 Germany” 

contained songs with inciting content or banned Nazi symbolism.35 Commenting on the ban, 

then-Federal Minister of the Interior Seehofer said, “Today’s ban sends a clear message: right-

wing extremism and anti-Semitism have no place in our society! Especially through the 

production and distribution of right-wing extremist music as well as the organization of right-

wing extremist concerts, ‘Combat 18 Germany’ has brought the inhuman mindset with right-

wing extremist and anti-Semitic agitation into our society. The NSU terror series, the heinous 

murder of District President Dr. Walter Lübcke and, last but not least, the terrorist act in Halle 

last year have brutally shown us that right-wing extremism and anti-Semitism are a considerable 

danger to our free society. With the ban on associations, the Basic Law gives us a sharp sword 

to effectively protect our free democratic basic order and our system of values.”36 
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3.4 “Revolution Chemnitz” 

On March 24, 2020, the Dresden Higher Regional Court sentenced eight right-wing extremists 

to prison terms of between two years and three months and five and a half years for membership 

of the terrorist organization “Revolution Chemnitz”. This right-wing extremist terrorist group 

had come together at the end of August 2018 against the backdrop of massive anti-asylum 

demonstrations in Chemnitz. The Higher Regional Court of Dresden considered it proven that 

the men had organized themselves in a closed chat group under the name “Planning for 

Revolution”. They pursued the goal of acquiring firearms and overthrowing the democratic 

order in the Federal Republic of Germany, accepting the killing of people. 37 

On September 14, 2018, a demonstration registered by “PRO CHEMNITZ” took place in 

Chemnitz with up to 3,500 people under the motto “Security for Chemnitz”. After this 

demonstration, a physical confrontation occurred on the outskirts of Chemnitz city center 

between a group calling itself “Revolution Chemnitz” and a group of people with a migration 

background. The members of the group “Revolution Chemnitz” allegedly posed to passers-by 

as a “citizens’ patrol” and also carried out checks on people. Individual members of this group 

are said to have worn black T-shirts with the inscription “Attack” and “Fight”. This group of 

people is said to have belonged to the hooligan and neo-Nazi scene in Chemnitz.38 

In June 2021, the Federal Supreme Court (BGH) confirmed the prison sentences against two 

members of the right-wing terrorist group “Revolution Chemnitz”. The Higher Regional Court 

of  Dresden did not make any legal errors in its decision, the BGH announced. Accordingly, the 

two men are guilty of membership in a terrorist organization. According to the two courts, the 

right-wing terrorist group “Revolution Chemnitz” had planned attacks to bring about “civil war-

like conditions” and the overthrow of the democratic system in the Federal Republic.39 (Zeit 

Online 2021a). 

 

3.5  “Freital Group” 

On March 7, 2018, after a year-long trial, the Fourth Criminal Senate of the Higher Regional 

Court of Dresden announced the verdict in the criminal proceedings against members of the 

“Freital Group”. Eight defendants aged between 20 and 40 were sentenced to prison terms of 

between four and ten years for membership of a terrorist organization in combination with 

attempted murder, causing an explosive explosion, attempted dangerous bodily harm and 
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damage to property.40 After the Federal Public Prosecutor General opened a second 

investigation in June 2016, initially against nine alleged supporters of the “Freital Group”, but 

handed it over to the Public Prosecutor General’s Office of Dresden in 2017, executive 

measures were taken on March 28, 2018, as part of this investigation against then ten alleged 

supporters of the right-wing terrorist “Freital Group”. The police carried out searches in 

Bavaria, Lower Saxony and Saxony. Data carriers, weapons and Nazi memorabilia were seized. 

All of the defendants had met during protests against a shelter for asylum seekers in Freital 

(Saxony) in the summer of 2015 and within a very short time had formed the “Freital Group” 

to commit serious criminal and violent acts.41 

In February 2021, a second court case against members of this group ended. Almost three years 

after the ringleaders and first members of the right-wing extremist terrorist “Freital Group”, 

three more actors have been sentenced to prison terms for membership in a terrorist 

organization. In two cases, the State Protection Senate of the Dresden Higher Regional Court 

of Dresden suspended them, as did the six months for a supporter.42 A 27-year-old, who – as 

the judges were convinced – was involved in attacks on the car of a city councilor in Freital 

near Dresden, was sentenced to two and a half years without parole.  

In the trial of supporters of the “Freital Group”, which is classified as right-wing terrorist, two 

men and one woman were given suspended sentences of between one and two years in Dresden 

in March 2021. The State Protection Senate of the Higher Regional Court in Dresden considered 

it proven that the defendants had supported the right-wing extremist terrorist “Freital Group” 

and knew about planned crimes. This is the third verdict against the “Freital Group”, which had 

carried out several explosive attacks on asylum seekers’ shelters and political dissidents in 

2015.43 (MDR 2021a). 

 

3.6 “Oldschool Society” 

On April 27, 2016, the main trial against four alleged members of the right-wing extremist 

group “Oldschool Society” (OSS) began at the Munich Higher Regional Court. The defendants 

were charged with having founded a right-wing terrorist organization under the name 

“Oldschool Society” in January 2015 at the latest and with having made preparations for an 

explosion crime. Among other things, an inhabited accommodation for asylum seekers was 

considered as the target of the attack. After findings by the Bundesamt für Verfassungsschutz 

and the relevant state authorities for the protection of the constitution provided the starting point 
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for corresponding investigations, executive measures were ordered by the Federal Public 

Prosecutor General on May 6, 2015, which thwarted the implementation of the plans.44 As early 

as 2016, the German intelligence services analyzed the possibility of a transition from right-

wing extremism to right-wing terrorism in the case of the “Oldschool Society” (OSS) and the 

“Freital Group”.45 

In the trial against the right-wing extremist group “Oldschool Society” (OSS) at the Dresden 

Higher Regional Court, the verdicts were pronounced in October 2019. The two accused men 

were sentenced to prison and suspended sentences respectively. According to the court, the OSS 

pursued anti-refugee and anti-Muslim goals and planned right-wing terrorist attacks. The two 

members of the OSS received prison sentences of two years and four months and two years’ 

probation. The judges considered it proven that they had been part of the group’s leadership. 

They had contributed “significantly” to radicalization in the chat. The aim of the association, 

which had been founded on the Internet, had been above all the fight against refugees and 

Muslims. From January 2015 at the latest, the court was convinced, they planned arson and 

explosive attacks on inhabited asylum seeker accommodation. Before these attack plans were 

implemented, they were arrested by the police.46 According to a chat post by one of the 

defendants, a “modern national socialism” was the goal of the OSS. Five other defendants of 

the OSS had already been sentenced in July 2019 to a suspended sentence of one year and five 

months and to prison terms of between three and five years.47 

After the right-wing terrorist group “National Socialist Underground” (NSU) became known, 

other right-wing terrorist groups emerged, one of them being the “Oldschool Society”. The OSS 

was founded in November 2014 in Frohburg in Saxony. The activists of the OSS communicated 

openly on the Internet: On Facebook, the OSS set up its own website, and self-created videos 

were uploaded to Youtube. On the Facebook page of the OSS, right-wing terrorist fantasies of 

violence were openly expressed in comments. One sequence of pictures documented the first 

meeting of the OSS, another was commented with the writing “OSS - One bullet is not 

enough”.48 At the end of a video of the OSS, the participants who had called for “the fight 

against the state” even mentioned their first names. The members were obviously planning 

attacks, with asylum seekers’ homes, mosques and Salafists as targets.49 
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3.7 The “National Socialist Underground” (NSU) 

The “National Socialist Underground” (NSU) was a right-wing terrorist group which, according 

to the court proceedings (“NSU trial”), was responsible for nine murders of small business 

owners with a migration background, for the murder of a policewoman, two explosive attacks 

and 15 robberies, as well as a total of 43 attempted murders. On July 11, 2018, the Munich 

Higher Regional Court sentenced Beate Zschäpe to life imprisonment for complicity in these 

acts and membership in the NSU terrorist organization as well as aggravated arson. Ralf 

Wohlleben, Carsten Schultze, Holger Gerlach and André Eminger were sentenced to prison 

terms of between ten and two and a half years for various acts of complicity. All defendants 

appealed, the Federal Prosecutor’s Office only with regard to the defendant Eminger. In the 

case of the main defendant, Zschäpe, the Munich Higher Regional Court also determined that 

the guilt was particularly serious, which means that early release from prison after 15 years is 

legally possible, but in practice virtually impossible. The court did not order preventive 

detention following her prison sentence, as demanded by the federal prosecution.50 

From 9.9.2000 to 6.4.2006, the NSU murdered nine male small businessmen with a migration 

background in major German cities (Česká murder series), the first four within eleven months, 

five more from 2004 to 2006. Eight of the victims were from Turkey, one victim from Greece. 

All of them were shot several times at close range - as in an execution - and a silencer was used 

from the fifth murder onwards. The murder weapon in these nine murders was always a pistol 

of the type Česká ČZ 83, caliber 7.65 mm, which was found in the rubble of the Zwickau NSU 

apartment on 11.11.2011.51 

In the NSU police murder, a female police officer was killed with a targeted shot to the head 

and a male police officer was critically injured with a shot to the head in Heilbronn on April 

25, 2007. Since November 2011, the crime has been attributed to the NSU.52 

On Nov. 4, 2011, there was an explosion in the last NSU apartment in Zwickau, which set the 

apartment building on fire. Therefore, the police also searched for Zschäpe, who turned herself 

in to the police in Jena on Nov. 8, 2011, after an aimless train journey of several days through 

various cities in eastern and northern Germany. On Nov. 13, 2011, the Federal High Court 

issued an arrest warrant for Zschäpe on urgent suspicion of founding and membership in a 

terrorist organization and of particularly aggravated arson. According to the indictment by the 

Federal Prosecutor General, Zschäpe had learned of the suicide of Mundlos and Böhnhardt and 

shortly thereafter set fire to their shared apartment with gasoline to destroy any traces. During 
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the trial, Zschäpe confirmed that Mundlos and Böhnhardt had long planned to kill themselves 

if they were discovered by the police.53 

In August 2013, the Bundestag’s NSU investigation committee presented its final report. In 

1,400 pages, it documented failures and mistakes by the security authorities, especially the 

Office for the Protection of the Constitution, and made proposals for reform. The report 

revealed serious failures on the part of Germany’s domestic intelligence services - the Federal 

Office for the Protection of the Constitution and the state offices for the protection of the 

constitution - in analyzing and combating right-wing extremism and right-wing extremist 

terrorism.54 

The NSU was a right-wing terrorist group that was not known as such through attacks and 

assassinations, as investigators assumed for years that the murders had a criminal background 

and not a right-wing terrorist background. Thus, the discovery of the NSU only came about 

through its end: on November 4, 2011, NSU members Uwe Bönhardt and Uwe Mundlos fled 

after a bank robbery in Eisenach, whereupon a manhunt was launched for them. When police 

officers noticed a mobile home and approached it, shots were fired in the mobile home; 

according to the current state of the investigation, Mundlos killed Bönhardt and then committed 

suicide.55 Shortly afterwards, Beate Zschäpe set fire to their shared home in Zwickau and fled. 

Four days later, on Nov. 8, 2011, Zschäpe turned herself in to police in Jena. All three members 

of the NSU came from the East German neo-Nazi scene and were among the activists of the 

right-wing extremist “Thüringer Heimatschutz”. For more than 13 years, they had lived 

undetected in the underground and murdered at least ten people from there.  

With regard to the radicalization background of the three NSU terrorists, it should be noted that 

Uwe Bönhardt (born 1977) was a skilled building construction worker, but mostly unemployed 

and in the mid-1990s a leading activist of the neo-Nazi “Kameradschaft Jena”. Uwe Mundlos 

(born 1973) came from an academic family, dropped out of school and was unemployed for a 

long time. From 1996 onwards, Mundlos regularly took part in neo-Nazi demonstrations. Beate 

Zschäpe, on the other hand, was a trained gardener, had a sexual relationship with Mundlos and 

Bönhardt and belonged to the neo-Nazi scene at an early age.56 

 

4  Right-Wing Lone Wolf Terrorists 

In Eisenstadt, Austria, a 78-year-old man was convicted in April 2022 following investigations 

by the State Protection and Intelligence Directorate and the Burgenland State Office for the 
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Protection of the Constitution and Counterterrorism. The man had spread national socialist 

ideas via a social media channel, operated an indoor plantation together with his 48-year-old 

son and trafficked in narcotic drugs. During house searches, in addition to narcotics, numerous 

firearms, ammunition, war material, components for the production of pipe bombs, fan articles 

of the right-wing extremist IBÖ/DO5, Nazi devotional objects and framed portrait pictures of 

right-wing extremists were seized. In addition, handwritten sketches with to-scale construction 

instructions for pipe bombs and other means necessary for the preparation of a right-wing 

terrorist crime were seized. The right-wing extremist was found guilty on all charges and 

sentenced to three and a half years’ unconditional imprisonment. The verdict is not yet final.57 

 

4.1  Tobias Rathjen and his Right-Wing terrorist attack in Hanau 2020 

The right-wing terrorist assassin Tobias Rathjen killed a total of nine people with a firearm in 

a shisha bar, in a kiosk and in two cars in Hanau on February 19, 2020, out of racist sentiments. 

The fatalities were between 21 and 44 years old. According to Federal Prosecutor General Peter 

Frank and according to the State Criminal Police Office of Hesse, all victims of the attack had 

an immigrant background, except for the mother of the attacker. According to the Turkish 

Embassy in Berlin, five Turkish citizens were among the victims. The Turkish Foreign Ministry 

spoke of a “new and severe impact of growing racism and Islamophobia”.58 

In a YouTube video and manifesto, Rathjen expressed his right-wing extremist and paranoid 

views a few days before the attack. According to the Federal Prosecutor General’s Office, the 

video proves a “deeply racist attitude”.59 According to Hesse’s Interior Minister Beuth, the 

assassin was not known to the Hessian Landesamt für Verfassungsschutz or the police before 

his attack. He is said to have possessed a weapon license and to have been a sports marksman. 

In his confession video, Tobias R. made racist comments about migrants from Arab countries 

and Turkey. The pamphlets and videos left behind by Tobias Rathjen show that his motive does 

not stereotypically correspond to that of a neo-Nazi with characteristics such as Hitler worship, 

racism and anti-Semitism. Rathjen was apparently largely inconspicuous before his attack, so 

that his social circle could not observe any radicalization process.60 

The German Bundesamt für Verfassungsschutz states in its Constitution Protection Report 2020 

from June 2021 that in the reactions to this attack, German right-wing extremists focused on 

the mental condition of the perpetrator. These claimed that the act was not right-wing terrorism, 

but rather a “lunatic”, the rampage of a “lunatic” or a “nutcase who lived with his mother”. 
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According to the German Bundesamt für Verfassungsschutz, the consensus in almost all 

contributions by right-wing extremists was that the “German state was instrumentalizing the 

crime politically” and that the investigations and political consequences that would now follow 

would lead to further state “repression” against the right-wing extremist scene. In addition, there 

were various conspiracy theories about a possible staging of the crime by state authorities. In 

some cases, the act was even explicitly described as a “secret service operation”. 61 

 

4.2  Stephan Balliet and his Right-Wing terrorist attack in Halle 2019 

The right-wing terrorist attack in Halle (Saxony-Anhalt) on October 9, 2019, was an attempt at 

an anti-Semitically motivated mass murder of a Jewish community - there were 70 to 80 people 

in the synagogue - on Yom Kippur, the highest Jewish holiday. The right-wing terrorist Stephan 

Balliet had planned and intended to enter the synagogue in the Paulus quarter by force of arms 

in order to murder people gathered there. After this failed due to the door being barricaded from 

the inside, Balliet first shot a female passerby in front of the synagogue and a short time later a 

male customer of a kebab restaurant. As he fled, Balliet shot at more people, seriously injuring 

two of them, until police arrested him. The video of the act, which the 27-year-old assassin 

streamed live on the video platform Twitch, parallels the right-wing terrorist attack in 

Christchurch, New Zealand, in which 51 people were murdered. Balliet was not known to 

security agencies as a right-wing extremist before the attack. 

The right-wing terrorist assassin of Halle, Stephan Balliet, was sentenced to life imprisonment 

with subsequent preventive detention on December 21, 2020. The Naumburg Higher Regional 

Court also determined the particular seriousness of the guilt. The defendant took note of the 

sentence without emotion. Presiding Judge Ursula Mertens stated that in these proceedings she 

had “looked into the abysses of the human condition”. 62 

In an eleven-page “manifesto” that Balliet published before the crime, he set out his thoughts, 

in English, in order to gain as much circulation as possible. The manifesto reads in places like 

the instructions to a computer game, laconic-lapid it is about “goals”, “results”, “bonus”, he 

meant mass murder. His manifesto is teeming with anti-Semitic terms; for example, Balliet 

speaks of a “Zionist-occupied government”, a classic anti-Semitic term from the far-right 

scene.63 Balliet was deeply rooted in the virtual subculture of international right-wing extremist 

networks and the gamer scene, which is partly linked to it, as he used many terms typical in the 

gamer scene, such as “total fail” and “total loser”. 



21 

 

The presiding judge of the Higher Regional Court of Naumburg, Ursula Mertens, stated that 

this had been a “despicable, cowardly, inhuman act”, the motive: base motives and 

insidiousness. In addition, she stated that she wanted to spare the victims and everyone in the 

hall what motives drove the defendant and not repeat his words. “Only this much: they are 

absurd and not amenable to logical considerations”, the judge emphasized. The defendant 

would have isolated himself from society and engaged in conspiracy theories.64 The reasons for 

the verdict also traced the course of events. For more than seven minutes, the assassin had tried 

to carry out his plan to kill as many people as possible at the synagogue. When this failed, he 

had “out of frustration insidiously and cowardly shot Jana L. in the back with the submachine 

gun”. He “literally executed” the 20-year-old man in the kebab snack bar. The helpless and 

defenseless victim “begged him not to shoot”. 65 

 

4.3 Roland K. and his Right-Wing terrorist attack on the Eritrean refugee Bilal 

M. 2019 

A few weeks after the murder of the Kassel district president Walter Lübcke, on the eighth 

anniversary of the massacre of children and young people perpetrated by the right-wing 

extremist terrorist Anders Breivik in Norway, in which 77 people were murdered, the right-

wing extremist terrorist Roland K. shot six times in the Hessian town of Wächtersbach at the 

Eritrean refugee Bilal M., whom he had chosen as the target of the attack because of the color 

of his skin. Seriously injured, the Eritrean was found by passers-by in the industrial area of 

Wächtersbach, east of Frankfurt am Main, and later underwent emergency surgery. A 

spokesman for the Frankfurt public prosecutor’s office stated that there was “clearly a 

xenophobic motive” behind this right-wing extremist attack.66 A short time later, the 55-year-

old assassin was found dead by police in his home, Biebergemünd. He had shot himself in the 

head with a semi-automatic weapon and died shortly afterwards in hospital. Roland K. was a 

trained butcher and later a truck driver, he is said to have collected various Nazi devotional 

objects such as daggers with swastikas. He owned his weapons legally and had no criminal 

record.67 According to various witnesses, the assassin had announced immediately before his 

attack on a refugee in his local pub with the words that he would “now shoot a refugee”.68 

Roland K. was described by various fellow citizens in Biebergemünd as an outsider who had 

attracted attention by fantasies of violence. The landlord of his regular pub described K. as an 

“asylum seeker hater”, “If I leave, I’ll take one with me”, K. had announced.69 On his suicide 

note was a belt buckle with a swastika and an SS motto: “My honor is called loyalty”.70 In his 
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shooting club, on the other hand, K. allegedly did not stand out: “He always behaved correctly, 

in a friendly and exemplary manner. He was fun-loving and sociable”, said the chairman of the 

Neudorf 61 shooting club: “He never expressed himself in a politically suspicious manner.”71 

There is no evidence that K. was involved in right-wing extremist networks, according to the 

prosecutor general’s office.72 

 

4.4 Stephan Ernst and his Right-Wing terrorist assassination attempt on Dr. 

Walter Lübcke 2019 

Dr. Walter Lübcke, a Hessian CDU politician and district president of Kassel, was assassinated 

by a shot to the head outside his home on June 2, 2019. On June 15, 2019, a Hessian special 

task force arrested Ernst at his residence in Kassel because his sample stored in a DNA analysis 

file matched a DNA trace on Lübcke’s clothing. Shortly after the murder of Walter Lübcke, 

forensic experts identified the murder weapon beyond doubt, and their expert opinion heavily 

incriminates the suspect Stephan Ernst. According to the report, the fatal shot at Lübcke was 

fired with a 38 caliber special weapon that Ernst had buried with other weapons on the premises 

of his employer. After his arrest, Ernst himself told investigators about the hiding place of the 

weapon and gave the names of two men through whom he had obtained the murder weapon. 73 

On June 25, 2019, Ernst made a confession; as a motive for the murder of Lübcke, Ernst cited 

statements made by Lübcke during the refugee crisis in 2015, when he had advocated the 

acceptance of refugees in Germany and was subjected to numerous hostility and death threats. 

On July 2, 2019, Ernst recanted his confession, but investigators assume the recantation was 

tactical in nature. Ernst’s original confession was so rich in detail “that no effects on the further 

investigation were to be expected as a result of the retraction”, the investigators explained.74 

The Higher Regional Court of Frankfurt sentenced Stephan Ernst, the murderer of Kassel 

District President Walter Lübcke, to life imprisonment at the end of January 2021. In addition, 

the criminal senate determined the special gravity of the guilt. This means that release from 

prison after 15 years is virtually impossible.  

A look at Ernst’s radicalization trajectory shows that his ideological imprint of right-wing 

extremism began early on. In addition, he has several criminal records and some of his crimes 

were motivated by xenophobia and racism. In 1989, for example, he set fire to the basement of 

a house in Michelbach inhabited mainly by Turkish nationals.75 In November 1992, he attacked 

a man in Wiesbaden’s main train station first from behind and then from the front with a knife, 

causing him life-threatening injuries. In court, he stated that he had felt sexually harassed and 
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found it “particularly incriminating that the witness [...] was recognizably a foreigner”.76 He 

was sentenced to probation for attempted manslaughter. In 1993, Ernst, aged 20, attacked a 

shelter for asylum seekers in Hohenstein-Steckenroth, Hesse, with a pipe bomb. The explosive 

device was placed in a car, which was set on fire but was extinguished just in time by residents 

of the accommodation before the device detonated.77 

 

4.5  David Sonboly and his Right-Wing terrorist attack in Munich 2016 

On July 22, 2016, exactly five years after the right-wing terrorist attack by Norwegian Anders 

Breivik, right-wing terrorist David Sonboly killed nine people at Munich’s Olympic Shopping 

Center (OEZ). Most of the nine fatalities were young and had an immigrant background. The 

assassin had prepared his act for a year and, like right-wing terrorist Anders Breivik, had written 

a manifesto. The date on the fifth anniversary of the Breivik attack was deliberately chosen. 

Accordingly, this attack is to be assessed as a copycat. Bavaria’s Interior Minister Joachim 

Herrmann said that after the conclusion of the comprehensive investigation, the assessment as 

an attack motivated by right-wing extremism was logical: “Even if the investigation has brought 

to light a whole bundle of motives, the perpetrator undoubtedly also had racist motives.”78 

Sonboly suffered from mental health problems before his attack. In addition, the police 

investigation confirmed that he was a lone wolf terrorist. His radicalization background was 

disputed for three years until the Bavarian State Criminal Police Office finally assessed his act 

as right-wing terrorist politically motivated. Sonboly’s parents came to Germany from Iran as 

asylum seekers; he was born Ali and renamed himself David in 2016. He was diagnosed with 

mental disorders from an early age, which led to regular hospitalizations. Within his class, 

Sonboly was socially isolated and a victim of bullying.79 The students responsible for this are 

said to have had predominantly immigrant backgrounds, which may have been a factor in his 

right-wing extremist radicalization. The fact that Sonboly planned his attack for a year and that 

literature and media reports on school shootings in the USA were found in his room suggests 

that he committed a copycat crime. In addition, his computer contained a wealth of racist 

comments and xenophobic descriptions of migrants as “cockroaches” and “subhumans”. 

Furthermore, he was in contact with a right-wing extremist chat group called “Anti-Refugee-

Club”.80 
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4.6 Frank S. and his Right-Wing terrorist attack on Cologne mayoral candidate 

Henriette Reker 2016 

In July 2016, the Düsseldorf Higher Regional Court sentenced the 45-year-old right-wing 

terrorist Frank S. to 14 years’ imprisonment for attempted murder and dangerous bodily harm 

of the then Cologne mayoral candidate Henriette Reker. The right-wing terrorist Frank S. had 

attacked Reker with a knife on October 17, 2015, during an election campaign event and, 

according to his own statements, wanted to send a signal against the allegedly misguided 

policies in Germany, especially those concerning foreigners and refugees. 81 

Frank S. “wanted to send a signal against the federal government’s refugee policy”, presiding 

judge Barbara Havliza said in her sentencing statement. “He wanted to create a climate of fear 

and influence politics.”82 When the verdict was announced, the right-wing terrorist S. shook his 

head; the federal prosecution had demanded life imprisonment, while S.’s defense lawyer had 

demanded a maximum of 15 years. The right-wing terrorist S. had rammed a large hunting knife 

into Reker’s neck and injured four other people. Before her election as mayor of Cologne, 

Henriette Reker had been the head of the social affairs department responsible for housing 

refugees in Cologne. After the knife attack by Frank S., her life was in danger and she was in 

an artificial coma for several days. The psychiatric court expert Norbert Leygraf diagnosed the 

assassin S. with a “paranoid-narcissistic personality disorder”, but he was still fully culpable. 

Frank S. had belonged to the right-wing extremist scene in Bonn in the 1990s and had served 

three years in prison for a series of predominantly right-wing extremist motivated acts of 

violence. In addition, he had participated in neo-Nazi marches for Hitler’s deputy Rudolf Hess. 

A few days after the crime, the head of the North Rhine-Westphalian Landesamt für 

Verfassungsschutz had described S. as a “marginal figure” in the right-wing extremist camp. It 

had been known that Frank S. had been active in the right-wing extremist scene in the 1990s. 

Although the trial against S. did not reveal any evidence of S.’s involvement in right-wing 

extremist structures or forms of organization shortly before the attack on Henriette Reker, S. 

had been active in the 1990s in the environment of the neo-Nazi “Freiheitliche Deutsche 

Arbeiterpartei” (FAP), which was banned in 1995, and had taken part in various right-wing 

extremist rallies.83 Apparently, S. stopped his openly right-wing extremist activities after that, 

but - as was pointed out in the trial - retained his right-wing extremist ideology. The court 

considered it an indication that S. removed possible sources of knowledge, such as the hard 

drive of his computer, before his attack on the Cologne mayoral candidate, which suggested 

long-term planning of the violent act and not a situational act. 
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In the opinion of the German Bundesamt für Verfassungsschutz, S. belongs to the phenomenon 

of right-wing lone wolf terrorist. S. acted as a “lone wolf terrorist, without involvement in 

extremist structures or hierarchies. The German Bundesamt für Verfassungsschutz analyzes 

that with his right-wing extremist motivated serious act of violence, S. “pursued several goals, 

on the one hand to kill the person who, in his view, was directly responsible for a continuing 

grievance [...] on the other hand, the act was also symbolically directed against all other persons 

with a similar function to Ms. Reker as the former integration commissioner of the city of 

Cologne: the assassination was intended to incite fear and terror, especially among officials and 

elected representatives of the political system, but also of society as a whole.”84 (BMI 2017a, 

p. 47). 

 

5  Right-Wing terrorist attack scenarios  

Based on the analysis of terrorist attacks carried out and planned in recent years, the following 

potential targets, modi operandi and means of action of right-wing terrorists can be identified. 

5.1  Attack targets 

• Attacks on foreigners and people with a migration background 

• Attacks on political opponents 

• Attacks on Muslims and Jews, attacks on mosques and synagogues 

• Homosexuals 

• Airports and train stations, public transportation in general (buses, subways, commuter 

trains, trains, gondolas), obstacles on tracks, explosives detonations on trains. In airports 

and train stations, a second hit attack scenario due to abandoned luggage is to be expected. 

• Ships, ferries and tankers 

o Dangerous goods such as chemicals etc. on tankers on rivers such as the 

Rhine, the Danube, the Elbe etc.  

o Explosive explosion on a ship in the immediate vicinity of a symbolic 

building, e.g. in front of the Bundestag, the Federal Chancellery, the building 

of the Federal Ministry of the Interior, etc.  

o Lake Constance (with borders to Austria and Switzerland, security policy 

more complex due to the involvement of numerous different security 

agencies, problem: communication, different legal bases, different training 

and equipment states of the security agencies) 
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o Medium-sized and smaller lakes such as Lake Starnberg, Lake Ammersee, 

Lake Chiemsee, the Mecklenburg Lake District and others. 

o North Sea shipping, including to the islands of Borkum, Juist, Norderney, 

Langeoog, Spiekeroog, Wangerooge, Helgoland, Pellworm, Amrum, Föhr, 

Sylt 

o The Baltic Sea shipping, including from Kiel to Denmark, Sweden, from 

Lübeck-Travemünde to Sweden, to Liepaja, Latvia, to Klaipeda, Lithuania, 

from Rostock to Denmark and Sweden and from Rügen to Lithuania. 

o Attacks on the outer wall of ships, ferries and tankers 

o Hostage scenarios or terrorist massacres as in Christchurch/New Zealand on 

March 15, 2019. 

• Large crowds at soccer matches, concerts, Christmas markets, major events, including the 

Oktoberfest in Munich, the Prater in Vienna, pedestrian zones, church congresses, 

Christopher Street Day, Fridays for Future, amusement parks. 

• Public and religious institutions of a symbolic nature (churches, synagogues, mosques, 

temples, kindergartens, schools, universities) 

• Critical infrastructure with high importance for the civilian population (hospitals, power 

supply, water, etc.) 

• Ventilation, air conditioning in large buildings 

• Nuclear Power Plants 

• Embassies, consulates, and military installations (e.g., of Israel - anti-Semitic motivation -, 

of Arab, African, and Asian states). 

• Politics/politicians, ministries, authorities (e.g. universities, academies, training and 

education institutions of the security agencies in order to weaken the personnel future of the 

security authorities) 

• Police officers, soldiers, employees of security agencies and other representatives of state 

agencies and institutions85 

 

5.2  Modi Operandi 

• Explosive attack 

• Simultaneous stops 

• Staggered attacks (doubles, triples, etc.), second hit on police, rescue workers and onlookers 

• Attack with one vehicle, several vehicles, motor vehicles, trucks 

• Scenarios based on firearms (assassins on motorcycles, firing from vehicles, etc.) 
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• Booby traps 

• Hostage taking as a part of the scenario, massacre instead of hostage taking86 

 

5.3  Active agents 

• Explosives (unconventional explosive and incendiary devices, self-laboratories - e.g., 

triacetone peroxide, TATP - or industrial explosives) in suitcases, backpacks, motor 

vehicles, trucks, etc. 

• Self-laboratory products (aluminum powder and potassium permanganate, etc.) 

• Drones with/as IEDs (white powder suspected of containing biological or chemical agents 

from a drone, deployed over a marketplace or pedestrian area, could cause mass panic) 

• USBV displaced with nails, screws, nuts, splinters to achieve the most drastic personal 

injury possible 

• Gas bottles and pressure cookers as USBV  

• Fully automatic and semi-automatic firearms, rifles, pistols 

• Hand grenades 

• Cutting and stabbing weapons, axes, swords, knives 

• Vehicles, hardened vehicles 

• Stones, heavy objects (thrown from bridges, out of buildings, etc.) 

• Poison (e.g., mixing rat poison into non-packaged foods such as fruits, vegetables, and 

meats). 

• Introduce toxins into enclosed spaces in ventilation and air conditioning systems 

• Irritant gas 

• Nuclear, biological and chemical weapons (CBRN scenarios, including ricin).87 

 

6  Stochastic terrorism by Right-Wing terrorists - The threat of the 

future? 

The term stochastic terrorism (from stochastic, random) describes a terrorist strategy through 

which mass dissemination of messages, via the media and social networks, which are not 

directed at a specific group of perpetrators, provoke actual violence, including terrorist attacks, 

through extremist narratives and disinhibited language. This type of terrorist violence is highly 

contingent and geared toward free riders or autonomous (individual) actors who are 

independent of organizations.88 
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Hamm and Spaaij succinctly describe the phenomenon of stochastic terrorism in their book, 

The Age of Lone Wolf Terrorism, as “the use of mass media to provoke random acts of 

ideologically motivated violence that are statistically predictable but not so in specific 

individual cases”.89 

Cohen pointed out in 2016 that the phenomenon of stochastic terrorism was already about 15 

years old and spoke of stochastic terrorism as a strategy “using language and other forms of 

communication to incite random actors to carry out violent or terrorist acts that are statistically 

predictable but individually unpredictable”.90 . 

In November 2018, Kaleka cited Gregory Bush’s murders of two African-Americans as 

examples of stochastic terrorism, in addition to the attack on the Tree of Life synagogue in 

Pittsburgh, U.S. 91 

Cesar Savoc pleaded guilty in August 2019 to sending a total of 16 letter bombs with extremist 

motivation in 2018 to, among others, former U.S. President Barack Obama, former Secretary 

of State Hilary Clinton, and former CIA Director James Brennan, billionaire donor to the U.S. 

Democratic Party George Soros, and actor Robert De Niro. For this, Savoc was sentenced to 20 

years in prison.92 He had radicalized himself on various platforms frequented by racists and 

right-wing extremists. 

A number of Internet sites provided a forum for the right-wing extremist lone wolves of El 

Paso, Christchurch, Pittsburgh and Halle. Anonymous platforms such as 8chan, 4chan or even 

Reddit served and still serve right-wing radicals and right-wing extremists to spread their theses, 

but also attract many new or only sporadically interested people. In August 2019, two 

companies sealed the temporary end of the Internet platform 8chan: Cloudflare, a security 

company, ended its cooperation, leaving the website 8chan too vulnerable to cyber attacks to 

be left online. Tucows, which had registered the web address, also withdrew. The right-wing 

terrorist bomber of El Paso reportedly distributed a “manifesto” via 8chan in which he spread 

the racist propaganda fantasy of the “great exchange” of a country’s citizens defining 

themselves as “white”.93 That anonymous platforms like 8chan, 4chan, and Reddit served as 

sites of extremist narratives and disinhibited language for years was outlined in a 2018 study 

by the Center on Extremism's New Hate and Old: The Changing Face of American White 

Supremacy. The numerous groups such as the “Alt Right”, neo-Nazis, skinheads, and Klu Klux 

Klan members formed and continue to form a subculture online and offline through events that 

“come across as open and low key”.94 
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An assassin of the stochastic terrorism strategy is radicalized to varying degrees by disinhibited 

language, radical and extremist narratives, conspiracy elements, and extremist ideology 

elements. Pfahl-Traughber emphasizes that in the case of a lone wolf terrorist, it is neither 

impossible that he was ideologized by an extremist group nor that he was motivated by social 

sentiment. The term “lone wolf terrorist” thus refers to the planning and implementation of the 

crime.95 Lone wolf terrorists plan the crime alone and act alone, but extremist ideology is an 

important radicalization factor. They are often not known to the police before the attack, are 

often socially isolated and do not belong to any organization or party, and spend their time 

almost exclusively in virtual spaces. The cases of right-wing lone wolf terrorist increased in 

recent years, internationally with the right-wing terrorist attacks in Christchurch, El Paso, 

Pittsburgh and in Germany with the right-wing lone wolf terrorist Ernst, Balliet and Rathjen. In 

the case of Balliet and Rathjen, a causal logic “from virtual hate to livestream attack” can be 

observed. 96 

Pfahl-Traughber points out that the importance of the Internet for individual radicalization is 

crucial, whereby a distinction must be made between a formal and a substantive component.97 

Whereas before the age of the Internet the conspiratorial group was highly relevant for a 

terrorist, in the 21st century the personal involvement of the lone wolf terrorists is increasingly 

being replaced by communicative networking. Nevertheless, it should not be forgotten that lone 

wolf terrorists existed even before the global spread of the Internet. However, due to its special 

mode of communication, the Internet makes it possible for individuals to radicalize even 

without personal contacts, or with fewer contacts in the real world. In doing so, they can engage 

in a communicative exchange with corresponding extremists on the Internet, but they can also 

just consume their propaganda.98 

Anonymous and multilateral communication on the Internet has created a new form of anti-

Semitic propaganda. The communication possibilities in cyberspace – especially through social 

media, forums, parts of forums and sub-forums – are merging into a virtual “echo chamber”. 99  

Right-wing extremists use the Internet to disseminate information, form opinions and network. 

In the view of the German Bundesamt für Verfassungsschutz, this also includes a large number 

of “influencers” and “trolls” vying for opinion sovereignty on the Internet. These contribute to 

the brutalization of language and a shift in consensus in public discourse. In addition, the fact 

that the Internet is by far the medium most frequently used by young people, and that it is an 

ideal medium for right-wing extremist content due to its dissemination possibilities and a partial 

lack of control, has a particular potential for danger, which can encourage entry into the right-
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wing extremist scene.100 According to the German constitutional protection authorities, right-

wing extremists create an “alternative” media public sphere with “alternative” news sites and 

blogs in the battle for discourse sovereignty on the one hand, and on the other hand they attempt 

to draw attention to their own narratives and manipulate democratic discourse through 

provocation placed and coordinated by “haters” and “troll armies” via social media. 101 

To this end, in recent years the security agencies have also repeatedly become aware of 

information collections of various kinds on political opponents of right-wing extremists, 

referred to in media reports as “enemy lists” or “death lists”. The persons listed on these lists 

are usually public officials, public figures or private individuals. These lists serve, among other 

things, to build up a threatening backdrop intended to intimidate the individuals concerned.102 

Disinhibited language in social media can trigger, initiate, and reinforce radicalization 

trajectories. In recent weeks and months, disinhibited language in social media has given rise 

to calls to kill politicians, police officers, other officials and employees of public authorities, 

and journalists. Right-wing extremists and right-wing terrorists use this new dimension 

extensively. The transitions of radicalization processes in the real world and in the virtual world 

are fluid and complementary. 

Policymakers, security agencies and the judiciary are faced here with an extremely complex 

phenomenon that poses the greatest qualitative and quantitative challenges. 

 

7 Current and Future Problems of the Security Agencies and possible 

Institutional Answers 

Right-wing lone wolf terrorists – like other assassins with other political motivations – plan the 

act alone and act alone, but right-wing extremist ideology, spread in the right-wing extremist 

milieu – real-world and virtual – is an important radicalization factor. Right-wing lone wolf 

terrorist are usually not known to the police before the attack, are often socially isolated and do 

not belong to any organization or party, and spend their time almost exclusively in virtual 

spaces. The cases of right-wing lone wolf terrorists have increased in recent years, 

internationally with the right-wing terrorist attacks in Christchurch and El Paso and in Germany 

with the right-wing terrorist lone perpetrators Stephan Ernst, Stephan Balliet and Tobias 

Rathjen. In the case of Stephan Balliet and Tobias Rathjen, a causal logic “from virtual hate to 

livestream attack” can be observed. 103 
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Whereas before the age of the Internet the conspiratorial group was highly relevant for a 

terrorist, in the 21st century the personal involvement of the individual perpetrator is 

increasingly being replaced by communicative networking. However, due to its special mode 

of communication, the Internet makes it possible for individuals to politicize themselves 

without personal contacts and to radicalize themselves in the direction of ideologically driven 

terrorism, in this case: Right-wing terrorism. In doing so, they can engage in a communicative 

exchange with corresponding extremists on the Internet, but they can also just consume their 

propaganda.104 

The President of the Federal Criminal Police Office (BKA), Holger Münch, speaks of right-

wing lone wolf terrorist as individuals “without any prior police knowledge - of persons still 

unknown to us, who have apparently radicalized themselves in the background, unnoticed by 

the security agencies, in order to then strike for the first time seemingly out of nowhere”105 . 

Right-wing lone wolf terrorists operate independently of a network or group, without being part 

of a hierarchy. If right-wing lone wolf terrorists do not communicate before an attack - either 

virtually or in the real world - it is very difficult for the security agencies to prevent attacks by 

lone wolf terrorists. For this reason, the intelligence services must monitor virtual networks of 

right-wing extremists and right-wing terrorists as well as real-world groups, which poses 

problems for the security agencies. Right-wing lone wolf terrorism is linked to the neo-Nazi 

idea of “leaderless resistance” of the American Ku Klux Klan, namely its leader Louis Beam. 

The Texan Ku Klux Klan leader Beam promoted a tactic of micro-cells and individual 

perpetrators without an organizational-hierarchical structure. The experience of right-wing 

terrorist organizations in the U.S. taught that the larger and more centrally led violent neo-Nazi 

groups were, the faster and easier they could be detected and combated by U.S. security 

authorities.106 

For the German security agencies, right-wing lone wolf terrorists pose a major problem, as 

Holger Münch, the president of the BKA, confirms:  

“We don’t see any direct influence of structures with these perpetrators. That is the difficult 

thing. It’s different with others who agree to commit certain acts together or interact in such 

preparations. And in this respect, our task is to look at this: How can we better detect this type? 

Which is enormously difficult, because they interact very little. And that will be a topic that we 

will have to intensify very strongly in the next few years.” 107 
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The German Bundesamt für Verfassungsschutz currently warns of approximately 13,000 

violence-oriented right-wing extremists. For the security agencies, the Internet as a 

radicalization factor for right-wing lone wolf terrorists means that the organized structures of 

around 13,000 violent right-wing extremists are joined by an incalculable spectrum of people 

who run the risk of being radicalized by conspiracy narratives, memes and right-wing extremist 

propaganda. 

In terms of lessons learned and institutional need for action, it should be noted that police and 

intelligence information on extremists and potential terrorists must be highly professionally 

pooled and very effectively networked and shared. 

Germany’s Joint Counter-Extremism and Counter-Terrorism Center (GETZ) serves as a current 

example. The GETZ is the communication platform for police and intelligence services at the 

federal and state levels for combating right-wing, left-wing and foreign extremism as well as 

counterintelligence, including proliferation-related aspects. 

The GETZ was modeled on the Joint Counter-Terrorism Center (GTAZ, for combating Islamist 

terrorism) and became operational on November 15, 2012. The precursor of the GETZ was the 

Joint Counter-Terrorism Center against Right-Wing Extremism/Terrorism (GAR), which was 

merged into the GETZ. 

The GETZ is not an independent authority, but a cooperation and communication platform of 

the following federal and state authorities: 

• Bundeskriminalamt 

• Bundesamt für Verfassungsschutz 

• Bundesnachrichtendienst 

• Bundespolizei 

• Bundesamt für den Militärischen Abschirmdienst 

• Bundesamt für Migration und Flüchtlinge 

• Bundesamt für Wirtschaft und Ausfuhrkontrolle 

• Generalbundesanwalt 

• Generalzolldirektion 

• Europäisches Polizeiamt 

• 16 Landesbehörden für Verfassungsschutz 

• 16 Landeskriminalämter 
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The essential objective of the GETZ is to pool the expertise of all the authorities involved and 

to ensure the most complete and rapid flow of information possible. It has neither independent 

management nor a specific law. Rather, each of the participating authorities takes its measures 

under its own responsibility and within the framework of the laws that apply to it.  

The GETZ is composed of the Police Information and Analysis Center (PIAS) and the 

Intelligence Information and Analysis Center (NIAS). The Federal Criminal Police Office and 

the Bundesamt für Verfassungsschutz are in charge. 

Joint situation meetings are held regularly at different intervals at GETZ for all the phenomena 

covered. In addition to these situation meetings, there are other working groups that meet, for 

example, to discuss current topics in greater depth or to work on a project-oriented topic. 

According to the Bundesamt für Verfassungsschutz, the advantages of the GETZ include 

shorter communication channels, improvements in interagency cooperation, prompt 

consolidation and evaluation of information, enhanced analytical capabilities and easier 

coordination of operational measures.108 

The Austrian Directorate for State Protection and Intelligence (DSN) began its operational work 

on December 1, 2021. “In the security policy sense, December 1, 2021, represents a particularly 

historic day: The Office for the Protection of the Constitution has been completely rebuilt and 

is starting service”, said then Interior Minister Karl Nehammer at the presentation of the 

Directorate for State Protection and Intelligence (DSN) with the new DSN Director Omar 

Haijawi-Pirchner on November 30, 2021. “The old BVT was considered the protective wall of 

the Republic for more than 20 years - this has become fragile. The load-bearing capacity was 

additionally shaken by the house search under the former Minister of the Interior Kickl, because 

employees on one side were totally unsettled”, added the then Minister of the Interior 

Nehammer.109 

According to the Director General for Public Security at the Austrian Federal Ministry of the 

Interior, Dr. Franz Ruf, had been commissioned in February 2020 by the then Minister of the 

Interior, Karl Nehammer, to completely reorganize the Austrian Federal Office for the 

Protection of the Constitution and Counterterrorism (BVT). The Director General for Public 

Security assesses the new Directorate for State Protection and Intelligence (DSN) as a “modern, 

future-oriented organization that meets international standards”.110 

“I consider the most important achievement of the BAT reform to be the successful separation 

of police state protection and intelligence services in the DSN”, said new DSN Director Omar 
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Haijawi-Pirchner, who until recently headed the Lower Austria Regional Criminal Police 

Office. “The State Protection Service is responsible for the tasks of preventive protection 

against attacks that endanger the constitution in accordance with the State Protection and 

Intelligence Service Act, danger prevention and intelligence work together with the judicial 

authorities in accordance with the Code of Criminal Procedure”, Haijawi-Pirchner said. The 

intelligence service’s task, he said, is the acquisition and analysis of information and extended 

threat investigation. The advantage of the separation is that all officers can devote themselves 

to their specific task and no longer have to perform both functions simultaneously, the DSN 

director added. “In recent months, I have spoken to many representatives of foreign partner 

services and explained to them how the Office for the Protection of the Constitution in Austria 

will be set up in the future - and I can tell you that I have received approval, recognition and 

the promise of continued support”, Haijawi-Pirchner said. “The DSN will succeed because the 

reform has brought the organization of the Austrian constitutional protection service in line 

with international models and corrected design flaws of the predecessor agency”, the DSN 

director said.111 

In conclusion, it remains to be stated with regard to the current and future challenges of the 

security authorities: The transitions from disinhibited language and extremist narratives 

combined with friend-foe imagery and “death lists” to stochastic terrorism have been and 

continue to be fluid and pose major challenges to security agencies across Europe and 

worldwide. Therefore, intensive research must be conducted on this phenomenon. Intensive 

cooperation between security agencies and science is necessary and should be significantly 

intensified and strongly promoted by the policy of the European states as well as the 

management of the security authorities.112 

 

8  Conclusion and Outlook 

Right-wing terrorism, with its numerous and diverse actors, will pose a significant threat to the 

domestic security of Europe’s states for many years to come. The transitions from right-wing 

extremism to right-wing terrorism have become fluid in recent years. Right-wing extremist and 

right-wing terrorist content, narratives, conspiracy narratives, and networking represent a new 

dimension in this regard. This new dimension enables the stochastic terrorism discussed above. 

Right-wing terrorism is accompanied by a specific communication strategy that sends a terrorist 

message to groups, religions, ethnicities (“You can be the next target/victim”) beyond the 
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specific-tactical target (victims). These addressed potential victims of future attacks are to be 

intimidated. The message of right-wing terrorists is directed at the victim group, the state, and 

the right-wing terrorist sympathizer environment. Right-wing terrorists aim for public attention 

and media coverage. The ideological background of right-wing terrorism can be friend-foe 

stereotypes, conspiracy theories, deterministic views of history, and social images of the New 

Right, including the Identitarians. 

Here, the security agencies of the European states must learn very quickly, develop new 

strategies and means, and train and educate their employees very thoroughly.  

The first analysis of the Russian war of aggression against Ukraine, the hybrid and irregular 

means and actors shows that, from the perspective of a realistic security policy analysis, it must 

also be reckoned with the fact that the “Putin system” in the war against the liberal Western 

democracies (potentially) trains, equips and financially supports right-wing terrorist actors - 

groups, cells, individual perpetrators - in Europe or could potentially also send irregular forces 

such as the “Wagner group” or others to Europe to carry out terrorist attacks. 
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